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Abstract— Infrastructure interdependency stems from the functional and logical relations among
individual components in different distributed systems. To characterize the extent to which a contingency
affecting an infrastructure is going to weaken, and possibly disrupt, the safe operation of an interconnected
system, it is necessary to model the relations established through the connections linking the multiple
components of the involved infrastructures. In this work, the modeling of interdependencies among network
systems and of their effects on failure propagation is carried out within the simulation framework of a failure
cascade process. The sensitivity of the critical loading value (the lower bound of the cascading failure region)
and of the average cascade size with respect to the coupling parameters defining the interdependency
strength is investigated as a means to arrive at the definition and prescription of cascade-safe operating

margins.

Index Terms—Critical infrastructures, interdependent systems, complex networks, failure cascade.
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NOTATION
D initial disturbance on the components in the two identically operating systems
D. initial disturbance on component j; in system i

I amount of load transferred over the interdependency links

K number of links in the two identical systems

Ki number of links in system i

L average initial load in the two identically operating systems

L average initial load in system i

L critical load in the two identically operating systems

L'y critical load in system i

Ltail limit of operation for components in the two identically operating systems
L limit of operation for components in system i

L. load of component j; in system i

L max maximum value of the initial load sampling interval in system i
L' minimum value of the initial load sampling interval in system i
M number of interdependency links

number of nodes in the two identical systems

N; number of nodes in system i

P load transferred to neighboring components after failure in the two identically operating systems
P’ load transferred to neighboring components after failure in system i

S average cascade size in the two identically operating systems

S average cascade size in system i

Ser maximum allowable cascade size in the two identically operating systems

S'er maximum allowable cascade size in system i

I. INTRODUCTION

Understanding, modeling, and assessing the normal functioning and the possible faulty conditions of critical
infrastructures (Cls) is essential to safely design these complex systems, and to effectively operate the services they
provide. Distributed infrastructures have been modeled as graphs to unravel their structure and dynamics, and to

evaluate to what extent the structure may impact the dynamics [1]. However, it is evident that infrastructures do not



exist in isolation of one another, and the relations among them must be identified to perform realistic and applicable
analyses [2]. The focus of the research on critical infrastructures must then be shifted from single, isolated systems
to multiple, interconnected, mutually dependent systems. The aim becomes that of assessing the influences and
limitations which interacting infrastructures impose on the individual system operating conditions, for avoiding fault
propagation by designing redundancies and alternative modes of operations, and by detecting and recognizing threats
[3].

In modern society, the linking among service infrastructures is required for optimal and economical operation.
Yet, these interconnections introduce weaknesses in the systems due to the fact that failures may cascade from one
system to other interdependent systems until, possibly, affecting the overall functioning, if proper protection of
interdependencies is not considered [4]. The role of dependencies among infrastructures (so called
interdependencies), and the intrinsic difficulties arising in their modeling, have been highlighted in empirical
studies. For example, the database in [5] has been built from public reports of disruptions of Cls from open sources
like newspapers and internet news. Events have been classified as “cascade initiating” (i.e., an event that causes an
event in another CI), “cascade resulting” (i.e., an event that results from an event in another CI), and “independent”
(i.e., an event that is neither a cascade initiating nor a cascade resulting event). The information in the database
shows in particular that: i) “cascade resulting” events are more frequent than generally believed, and that “cascade
initiators” are about half as frequent; ii) the dependencies are more focused and directional than often thought; and
iii) energy and telecommunication are the main “cascading initiating” sectors.

Interdependencies among telecommunication systems, transportation systems, and power distribution grids played
a negative role in the small telecommunication blackout which took place in the suburbs of Rome in January 2004
[6]. The chain of events originated in a major telecommunication service node when a metallic pipe carrying cooling
water for the air conditioning broke. The resulting flood led to a communication blackout in the area, which in turn
hit the country’s biggest printed news agency transmissions; stopped the check-in, ticketing and luggage acceptance
at the International Fiumicino Airport; disturbed post offices and banks operations; and caused problems to the
communication network connecting the main Italian research institutions. Furthermore, the telecommunication
blackout had effects on the operation of the power distribution grid causing the disconnection of two control centers,
and resulting in the loss of control on a number of remote substations in the area of Rome.

Similar occurrences [3] point to the need for identifying infrastructure interdependencies [7], and determining the
design and operational conditions which can prevent the onset and propagation of cascading failures.

Due to the highlighted intrinsic complexities related to interdependencies among Cls, their modeling is far from
trivial, and abstractions can be of help for preliminary investigation and broad understanding.

Many models and computer simulation techniques exist for analyzing the behavior of individual infrastructures
(e.g., load flow and stability codes for electric power networks, connectivity and hydraulic analyses for pipeline
systems, traffic management models for transportation networks), but modeling and simulation frameworks that

allow the coupling of multiple interdependent infrastructures are needed to address infrastructure protection,



mitigation, response, and recovery issues. In developing these, it is important to know that simply linking together
existing infrastructure models into a reduced model may fail to capture the emergent behavior arising in
interdependent infrastructures [8].

In the last ten years, a number of researchers have focused on the study of interdependent infrastructures, and
developed a variety of methodologies to be applied for ensuring the safe, reliable, continuous operation of
interdependent infrastructures. According to [2], these modeling and simulation techniques can be grouped into six
broad categories: (i) aggregate supply and demand tools, which evaluate the total demand for infrastructure services
in a region and the ability to supply those services [9]-[15]; (ii) dynamic simulations, which examine infrastructure
operations, the effects of disruptions, and the associated downstream consequences [16]-[22]; (iii) agent-based
models, which allow the analysis of the operational characteristics and physical states of infrastructures [23]-[26];
(iv) physics-based models, which analyze physical aspects of infrastructures with standard engineering techniques
(e.g., power flow and stability analyses for electric power grids or hydraulic analyses on pipeline systems) [27], [28];
(v) population mobility models, which examine the movement of entities through geographical regions [29]-[31];
and (vi) Leontief input-output models, which in the basic case provide a linear, aggregated, time-independent
analysis of the generation, flow, and consumption of various commodities among infrastructure sectors [32]-[37].

The present work falls in the dynamic simulations category, and aims at developing a simulation framework which
abstracts the physical details of the services provided by the infrastructures while at the same time capturing their
essential operating features. Such type of simulation models is appealing because of its simplicity and feasibility of
use, which allows identifying the factors which most contribute to the safe, efficient design and operation of
interdependent infrastructures. This knowledge is achieved through the assessment of the extent to which the
presence of interdependencies affects the performance of the individual infrastructures. In particular, this scheme of
analysis can be used for a first evaluation of the operational margins of interdependent systems which ensure the
services provided by the involved infrastructures with cascade-safe conditions and prevent the propagation of
failures over large areas.

A model of cascading failures in interdependent network systems is developed as an extension of the work in [38]
and [16], considering the local propagation of the overload originated from a failure to first-neighbors, and to the
interdependent set of the failed component. The proposed model differs from similar studies such as [39] because it
does not rely on the assumption that the load on a component is proportional to the number of shortest paths running
through it, which do not always reflect the actual routes of the flow in a network; on the contrary, it shares similarity
with the fiber bundle model in complex networks which has been applied to the blackout scenarios for cascading
breakdown of power plants from overloading [40]. Similar to the fiber bundle model, if the load in a node exceeds
its capacity, the node gets disconnected from the network, and the demand is transferred locally to neighboring
nodes through the edges of the network. Moreover, it is assumed that the network connections cannot fail while the
vertices are damaged and removed from the systems.

The current model is applied on a modified literature case study [41] with the aim of identifying the



interdependency features most critical for the cascade-safe operations of interdependent infrastructures, and defining
related cascade-safe operational margins. The findings are in agreement with those of [17], in which a parallel study
on cascading models in interdependent networks is presented, based on the forest fire model [42], and mean-field
theory analysis [43]. A percolation threshold [44] is identified above which cascading failures of all sizes can
propagate in the interdependent systems, and a parameter is found to characterize the cascading threshold in the
coupled systems. Following [17], the present work adopts the loading level in the interdependent systems as a metric
for practical application to characterize the percolation threshold in more realistic systems.

The paper is structured as follows. The research framework and the motivations for the proposed analysis are
stated in Section 1. The modeling assumptions of interdependencies among network systems are detailed in Section
I1. The resulting algorithm for modeling cascading failures in interdependent networks is illustrated in Section Ill. In
Section 1V, a crude sensitivity analysis is performed with respect to the main model parameters related to

interdependency, and conclusions are drawn in Section V.

[l. INTERDEPENDENT NETWORK SYSTEMS
The modeling development carried out in this work considers two interdependent network systems, each one made

by a number of components (nodes) connected by links (arcs) representing the physical and/or logical relations
among them. The interdependencies are modeled as links connecting nodes of the two systems; these links are
conceptually similar to those of the individual systems, and are bidirectional with respect to the “flow” between the
two interdependent networks.

The number of interdependency links among interdependent components in the two systems, M, and the fixed
amount of load transferred over the interdependency links upon a component failure, I, are essential features
characterizing the “coupling energy” between the two interdependent systems.

In the following analysis, the interest is on systems with fixed “interdependency energy”, i.e., such that each node
in system 1 could be interdependent with any other node in system 2, but M is fixed. Communication systems, in
which each node in system 1 can interact with any other node in system 2 but there is a maximum amount of
connecting energy between the two systems, could be an example of such energy-limited systems.

To account for the dynamics of changing connections between the two network systems under developing failure
cascade processes, Monte Carlo simulations are performed in which M, and | are kept constant, but the
interdependency connections among components are randomly rewired at each Monte Carlo trial. This approach
allows evaluating the average systems responses to cascading failures because it accounts for multiple connectivity
patterns among the M interdependent nodes in the two systems.

Fig. 1 shows the systems considered. They are two identical networks which are an abstract topological model of
the IEEE Reliability Test System — 96 [41]. M interdependency links are drawn between them as explained above
(dashed lines in Fig. 1). In the proposed analysis, interest is on cascade onset and propagation over the bare

topological structure of the test systems; no reference is made to the specific electrical properties which



characterizes these electrical infrastructures. The topology corresponds to the IEEE Reliability Test System — 96;

however, no other aspect of this paper is related to the real network.

11

14

16

97

Fig. 1. The topological model of the IEEE Reliability Test System — 96 [41]. Each system i has N;=24 nodes
(circles), and K=34 links (solid lines), i=1, 2. For visual clarity, only six interdependency links connecting the two

systems are shown (dashed lines).

I11. ABSTRACT MODELING OF CASCADING FAILURES IN INTERDEPENDENT NETWORKS
Consider two systems of N; and N, identical components (N; = N, = N = 24 in this study) connected by K; and K,

links (K; = K, = K = 34 in this study) with random initial loads sampled uniformly between a minimum value L' i
and a maximum value L'y, i = 1, 2. The two systems are connected by M interdependency links (M=34 in the study,
except during the sensitivity analysis with respect to changing M).

For simplicity, but with no loss of generality, all components in the i-th system are assumed to have the same limit
of operation L', beyond which they are failed (L'wi = L%ai = Lrit =1 in this study, upon normalization of all loads
relative to the failure load value). In the reference cascading failure model of [16], when a component fails, a fixed
and positive amount of load is transferred to each of the system’s components; on the contrary, in the proposed
extended model, the overload is propagated locally, to the first-neighbors of the failed node within the network
structure it belongs to (a fixed and positive amount of load, P i=1,2;P'=P?=P =0.07 in this study), and to the
interdependent components which the failed component is connected to in the other network system (a fixed and
positive amount of load, 1), if any. If there is no working node in the neighborhood of a failed component or among
the interdependent nodes connected to it, the cascade spreading along that path is stopped. The case of two fully
connected systems, where all nodes are first-neighbors and every component in system 1 is interdependent to every
component in system 2, coincides with the original model proposed in [16].

The interdependency links between the two network systems are treated in the same way as the individual system

links. They are bidirectional connections and upon the failure of a node in system 1 or 2, the fixed amount of load, I,



is propagated locally to the nodes in the interdependent network system 2 or 1, if any interdependency is present for
the failed node. This transfer accomplishes the coupling between the two systems.

To start the cascade, an initial disturbance imposes an additional load D; on each component j; of the two
systems, j; = 1, 2,..., Nj, i =1, 2 (D, =D, = D = 0.02 in this study). If the sum of the initial loadL, and the
disturbance D, of component j; in system i = 1, 2 is larger than the component load threshold L', component j; fails.

This failure occurrence leads to the redistribution of additional loads, P' on the neighboring nodes, and | on the
interdependent nodes, which may, in turn, get overloaded, and thus fail in a cascade which follows the connection
and interdependency patterns of the network systems. As the components become progressively more loaded, the
cascade proceeds.

The algorithm for simulating the cascading failures proceeds in successive stages as follows:
0 At stage m =0, all N;+N, components j;=1, 2,..., N;, i =1, 2 in systems 1 and 2 are working under independent

uniformly random initial loads L, & [L'nin, L'nax], With L'nax < L', ji= 1, 2,..., Ny, i = 1, 2.

1 M interdependency links between system 1 and system 2 are generated, connecting two randomly selected
components; multiple interdependency links are allowed for each component.

2 Aninitial disturbance D, , ji= 1, 2,..., N;, i = 1, 2, is added to the load of each component in the two systems.

3 Each component that has not failed is tested for failure: for j; = 1, ..., N;, if component j; has not failed, and its

load L, > L', then component j; in system i fails, i = 1, 2.

4 The component loads are incremented, taking into account the network topology, i.e. the failed component
neighborhood: for each failed node in system i, the load of its first-neighbors is incremented by an amount P', i =
1, 2. If the working neighborhood set of the failed node is empty, the associated failure propagation into the
system comes to an end.

5 The component loads are incremented, taking into account the interdependency pattern, i.e., the nodes
interdependent to the failed component: for each failed node in system 1 or 2, the load of its interdependent nodes
in system 2 or 1 is incremented by an amount I. If the interdependency set of the working components of the
failed node is empty, the associated failure propagation to the interdependent system comes to an end.

6 The stage counter m is incremented by 1, and the algorithm is returned to step 3.

The algorithm stops when failures are no further propagated within or between the two systems.

Various initial system loading levels are evaluated, varying the uniform sampling ranges [Limin, L‘max], i=1, 2,
whose midpoints, L', are indicators of the average initial systems loading levels. Large L' values relate to operating
conditions in which the systems are more stressed. In this study, when the systems are operating at varying average

initial load, L', its range of variation is [0.5, 1] at steps of 0.005.



IV. SENSITIVITY ANALYSIS
The effects of the interdependencies between the two systems are shown in Fig.2 in terms of the average cascade

size, ', i.e., the number of failed components in the i-th system at the end of the cascade spread, versus L', which
represents the system operating level, i = 1, 2. For each value of L', varying in the range [0.5, 1] at steps of 0.005,
100,000 Monte Carlo simulations have been repeated. In these simulations, L's;=1, D, =2%, P'=1=7%, Ki=M=34 for

ji=1,2,...,N; i=1, 2. Each simulation corresponds to a different sampled pattern of the M interdependency links.
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Fig. 2. The average cascade size vs. the average initial load. Triangles: isolated single system. Squares and circles:

identical interdependent systems.

The triangles in Fig. 2 represent S' in system i = 1, 2, as a function of L'=L, for the isolated single system i =1, 2,
i.e., when no interdependency is present. The overlapping squares and circles represent the same quantity S' = S? for
the identical and identically operating systems 1, and 2, respectively.

As expected, the interdependencies cause a shift to lower values of the loading threshold for which the cascading
phenomenon starts appearing with significance (from approximately 0.9 for the individual isolated system to
approximately 0.8 for the interdependent systems). As L'=L increases, the systems are increasingly vulnerable to
cascading failures. The transition, to the region where cascade of significant size appear, is smoother for the two
interdependent networks than for the individual isolated system. This result is due to the fact that cascades appear at
lower L'=L in the interdependent networks, which thus are less stressed, and prone to their propagation. As found in
[17], the interdependencies between the two networks make access to the critical point easier, which means that the

systems when coupled are more susceptible to large-scale failures, and a failure in one system can cause a similar



failure in the coupled system.

To quantitatively assess the effects of the interdependency in Fig. 2, a threshold representing the maximum
allowable cascade size, S's, in system i = 1, 2, can be set. The intersection with the horizontal line, S' = S',, identifies
the critical load, Licr, beyond which the threshold is exceeded in system i =1, 2. SiCr is interpreted as the maximum
number of components which can be lost in system i without affecting the global service provided by the
infrastructure. This threshold can vary from system to system, and is a distinguishing feature of the provided service.
In the following, for simplicity but with no loss of generality, Sl =S%, = S, = 15% is assumed, which identifies L%,
= L%, = L = 0.8662 for the individual systems in isolated conditions and L' = L%, = L., = 0.7266, for the two
interdependent systems (Fig. 2).

L', is a relevant feature of a network system because it identifies, together with the continuous change in gradient,
a type-two transition [45] between the cascade-safe region and the onset of disrupting cascades in terms of the
loading conditions, L. Along with S', it gives essential information on the system vulnerability towards cascading
failures, and it can help identify safety margins of system operation. On the other hand, see from Fig. 2 that S' has
small values until it reaches the proximity of L', beyond which the transition to cascade region occurs. Thus, its use
as a vulnerability indicator needs to be gauged against the sensitivity of detecting small changes in its value. Then,
appropriate countermeasures of reducing the working load for limiting the failure propagation can be taken as the
operation conditions are approaching L',. From Fig. 2, observe that the transition from cascade-safe to cascade
regime is smoother for interdependent networks, allowing more time for reacting against the cascading failure onset.

Fig. 3 shows the probability distribution function for S' in the interdependent system 1, when L' = L*... The point
is characterized by the L' value at which the percolation transition occurs [44], and cascades of all sizes can
propagate in the interdependent systems. The power-law tail for large S* values developed at the critical point L
with an exponent of approximately -0.4 is consistent with the forest tree model analyzed in [17]. It is important to
stress that even at the critical point L', which marks the upper bound of the cascade-safe region, cascades of
significant size (5'=22, i.e. 92% of the system size N,=24) appear, even if their frequency is extremely low. Once
more, this finding points to the fact that the use of L'y as a vulnerability indicator needs to be gauged against the
sensitivity of detecting small changes in its value. Then, appropriate countermeasures of reducing the working load

for limiting the failure propagation can be taken as the operation conditions are approaching L'
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Fig. 3. The probability distribution of the cascade size S' at the critical load L',,. In these simulations L'w;=1, D, =2%,

P'=1=7%, Ki=M=34 for i=1, 2.

To understand the effects on the cascade process of the parameters characterizing the interdependency between

the two systems, we conduct a further sensitivity analysis in several operating conditions which reflect real system
operations.

A. Sensitivity with respect to the load of interdependent system 2

The following analysis aims at assessing the extent to which an interdependent system working at different, fixed
load levels influences the coupled network system with respect to its vulnerability towards cascading failures. To
this aim, the variation of L', is assessed while system 2 is working at fixed constant loads; the analysis is performed
crudely for fixed values of average initial loads of system 2 ranging between L?=0.5 and L?=1, in steps of 0.05.

Fig. 4 shows the results of this analysis. As expected, the coupling between the two systems is such to weaken the
resistance of system 1 to failure cascade, forcing it to be operated at increasingly lower levels as L? increases. The
emerging functional dependence, however, could not be easily anticipated. L', decreases linearly for system 2

loading levels below L?=0.75, and suddenly drops when system 2 loading levels rise above L?=0.75, until it saturates
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for system 2 average initial loads beyond L?=0.9. This behavior indicates that, when L>0.9, system 1 experiences
unbearable cascades irrespective of its loading level. There is no cascade-safe region for system 1 when system 2 is
operating beyond 90% of L%;.

The trend found indicates that the coupling between the two interdependent systems is such that under given
loading conditions and beyond certain thresholds, the effects of the system nonlinearities become relevant, and an
emergent behavior arises in the interdependent systems [7]. This result is in agreement with [17], in which it was
found that symmetric coupling of network systems actually decreases nonlinearly the percolation threshold above
which cascading failures of all sizes can propagate in the interdependent systems. In the present model, the
percolation threshold for the propagation of cascading failures is given by L', which has a nonlinear relation with

the load of the interdependent system, L.
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Fig. 4. Critical load, L, in system 1 for constant average initial load levels, L?, of system 2.

This result points to the fact that the loading level of the interdependent system plays a role of paramount
importance in the failure behavior of its companion coupled system because it affects the cascading failure behavior
of the latter in an unpredictable way. When designing and operating interdependent infrastructures, it is then
necessary to control the operating levels of the systems, and assess the values beyond which nonlinearities start

governing the system cascading failure behavior.
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B. Sensitivity with respect to the number of interdependency links, M

In the following analysis, the effects of M on the vulnerability to cascading failures are assessed in two different
system operating conditions.

In the first case, both systems are operating at the same varying L'= L?= Le[0.5, 1] at steps of 0.005, and the
variation of L', is analyzed with respect to M (Fig. 5). L', is assessed starting the cascade simulation from L=0.5,
and increasing this value until the onset of the cascade regime is encountered. Because both systems are identical
and operate at the same loading conditions, they will show identical trends of L', = L%, = L, similarly to what is
observed in Fig. 2. See from Fig. 5 that there is an approximately linear functional relationship between L. and M,
up to the value M=70 for which the system cascade-safe region disappears. If M > 70, the systems are going to
experience unbearable cascades irrespective of the loading level. There is no cascade-safe region when more than
M=70 interdependency links are present between the two systems. Thus, if one were to try to protect the
interdependent systems from cascade failure by controlling M, it appears that nonlinearities do not play a significant
role. A linear decrease of the cascade-safe region is to be characterized with respect to the addition of
interdependency links between the two systems instead.

The characterization of this relationship is relevant in the definition of cascade-safe operating regimes for the
interdependent systems: for a fixed M, a critical loading level can be identified below which the systems can be
safely operated. In the present example, it turns out that there is no safety margin when more than M=70
interdependency links are present between the two systems, which is more than twice the number of links in each
system, K;=34, i =1, 2. This means that beyond M=70, cascades of significant size spread in the network irrespective
of L.
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Fig. 5. Critical load, L', = L%, = L, in systems 1 and 2 vs. M. Both systems are working at the same varying

average initial loads, L'= L?=L. In these simulations 1=0.07.
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In the second case, both systems are operating at the same constant L* = L= L = 75% of L' = L%aii = Lai, and S*
= §? = S is assessed with respect to the variation of M (Fig. 6).

As expected, S* = S? = S increases as M increases until a saturation value is reached, which is a function of the
load transferred over the interdependency links, I, and the constant L.

Cascade-safe operating regimes can be identified with respect to S; once the operating level is known (L = 75% in
this case), the systems can be operated or designed to limit the maximum S. As an example, from Fig. 6 see that to
have cascades involving less than 15% of the system components, no more than M=29 interdependency links can be

operated between the two systems.
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Fig. 6. Average cascade size, S'= $’= S, in systems 1 and 2 vs. M, while both systems operate at the same constant

working load, L'= L?*=L = 0.75. In these simulations, 1=0.07.

C. Sensitivity with respect to load transferred over the interdependency links, |

In the following analysis, the effects of the load transferred upon failure over the interdependency links of the failed
component, are assessed in the same two system operating conditions introduced in Section B.

In the first case of both systems operating at the same varying average initial load, the variation of L. is
investigated as a function of | (Fig. 7). Similar to the findings of the previous analysis, an approximately linear
functional relationship emerges. The system cascade-safe region is dropping slowly, and only when 1=25% of Ly is
transferred over each interdependency link, cascades of significant size spread in the network irrespective of L. This

slow drop points to the fact that | is a less critical parameter in designing and operating interdependent network
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systems against cascading failures.

As before, cascade-safe operating regimes for the systems can be identified with respect to L,: for a fixed value of
I, a critical loading level can be determined below which the systems can be safely operated. In the present example
(Fig. 7), if 1=9%, operating the systems beyond L.=70% of Lg,;, could result in cascading sizes larger than the
maximum allowable size (15% of the system size, N=24).
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Fig. 7. Critical load, L' = L%, = L, in systems 1 and 2 vs. I, while both systems work at the same varying average

initial load, L'= L%=L. In these simulations, M=34.

In the second case of both systems operating at the same constant L'= L?= L = 75% of L' = L% = Lai= 1, S' =
$% = S is assessed with respect to the variation of | (Fig. 8).

As expected, S increases as | increases until a saturation value is reached, which is a function of M and the
constant L. Cascade-safe operating regimes can be identified with respect to S: given the operating level (L = 75% in
this case), the systems can be operated or designed to limit the maximum S. As an example, from Fig. 8 it can be
understood that to have cascades involving less than 15% of the system components, no more than 1=5.4% of Ly

should be allowed to flow over each interdependency link connecting the two systems.
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Fig. 8. Average cascade size, $'= $%= S, in systems 1 and 2 vs. I, while both systems operate at the same constant
working load, L'= L?= L = 0.75. In these simulations M=34.

V. CONCLUSION
An abstract model of cascading failures in interdependent network systems has been developed. Its application on

a modified literature case study network structure has shown the usefulness of this kind of models for identifying the
relevant factors affecting the failure cascade process, and for capturing their relationships with the effects of the
cascade.

The simulation results show that the critical load, L., and the average cascade size, S, give essential information
on the system vulnerability towards cascading failures, and help identify cascade-safe regions for the system
operations.

To investigate the effects of the parameters characterizing the interdependency between the two systems, a
sensitivity analysis has been performed in several operating conditions which reflect real system operations.

The analysis has revealed that the interdependent system loading level is a vital feature to control because it
affects the interdependent systems cascading failure behavior in an unpredictable way. In particular, when designing
and operating interdependent infrastructures, it is important to determine the threshold level of loading beyond
which nonlinearities emerge in the system cascading failure behavior.

The results of analyses of this kind allow defining cascade-safe operating regimes with respect to L for the
network systems: given the number of interdependency links in the system, M, and the load transferred over the

interdependency links, I, loading levels can be identified below which the systems can be safely operated.
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Furthermore, cascade-safe operating regimes can be identified with respect to S. Once the operating level is
known, the systems can be designed or operated, tweaking M and/or I, to limit the maximum S.

An interesting direction currently under investigation is the extension to coupled infrastructures of an analytical
model for computing thresholds of criticality. The thresholds are functions of the average degree of the network,
and of the amount of load transferred in the uniform network base case.

As a concluding remark, a recent NSF workshop report points at the fact that uncertainty is pervasive in complex
systems [46]. Thus, developing reliable predictions about system behavior in the face of the large numbers of
uncertain parameters in models of actual complex systems is a major challenge. Quantifying this uncertainty, and
determining how it propagates throughout the system is a key aspect of reliable prediction and control of cascading
failure in critical infrastructures. Indeed, the choice of the model parameters can be critical for the system response,
and for the full representation of the variability associated with the system response, including that due to the
uncertainty in the model parameters (e.g. I). Therefore, the evaluation of the cascade-safe operating margins will be
complemented with a full quantification of uncertainty in a following study. This future study will add a further
level of confidence to the findings of the sensitivity analysis.

ACKNOWLEDGMENT

The authors wish to thank the anonymous referees for the numerous constructive comments and suggestions which

have led to a significantly improved work.

REFERENCES

[1] S. H. Strogatz, “Exploring complex networks,” Nature, vol. 410, pp. 268-276, March 2001.

[2] S. M. Rinaldi, “Modeling and simulating critical infrastructures and their interdependencies,” Proc. Thirty-Seventh Annual Hawaii
International Conf. on System Sciences, January 5-8, 2004, Computer Society Press, 2004.

[3] R. Zimmerman, “Social implications of infrastructure network interactions,” Journal of Urban Technology, vol. 8, no. 3, pp 97-119,
December 2001.

[4] R. G. Little, “Controlling cascading failure: understanding the vulnerabilities of interconnected infrastructures,” Journal of Urban
Technology, vol. 9, no. 1, pp. 109-123, April 2002.

[5] E. Luiijf, A. Nieuwenhuijs, M. Klaver, M. van Eeten, and E. Cruz, “Empirical findings on critical infrastructure dependencies in Europe,”
Critical Information Infrastructure Security, Lecture Notes in Computer Science, Springer Berlin / Heidelberg, 2009.

[6] EU project IRRIIS, Deliverable D222, “Tools and techniques for interdependency analysis,” pp. 45-51, June 2007. Available:
http://www.irriis.org/File.aspx?lang=2&0iid=9138&pid=572

[71 S. M. Rinaldi, J. P. Peerenboom, and T. K. Kelly, “Identifying, understanding and analyzing critical infrastructures interdependencies,”
IEEE Control System Magazine, vol. 21, no. 6, pp. 11-25, December 2001.

[8] D. Gautam, R. R. Singh, and V. K. Singh, “Multi-agent based models of social contagion and emergent collective behavior,” Proc.
International Conference on Intelligent Agent & Multi-Agent Systems, IAMA 2009, pp. 1-5, 2009.

[9]1 H.-S. J. Min, W. Beyeler, T. Brown, Y. J. Son, and A. T. Jones, “Toward modeling and simulation of critical national infrastructure
interdependencies,” IIE Transactions, vol. 39, no. 1, pp. 57-71, January 2007.

[10] E. G. Apostolakis and M. D. Lemon, “A screening methodology for the identification and ranking of infrastructure vulnerabilities due to
terrorism,” Risk Analysis, vol. 25, no. 2, 2005.

[11] A. H. Dekker, “Simulating network robustness for critical infrastructure networks,” Conferences in Research and Practice in Information
Technology, Proceedings of the 28th Australasian Computer Science Conference, The University of Newcastle, Newcastle, Australia, vol.
38, V. Estivill-Castro, Ed., 2005.

[12] E. E. Lee, J. E. Mitchell, and W. A. Wallace, “Restoration of services in interdependent infrastructure systems: a network flows
approach,” IEEE Transactions on Systems, Man, and Cybernetics-Part C (Applications and Reviews), vol. 37, no. 6: pp. 1303-17, 2007.

[13] T. Adachi and B. R. Ellingwood, “Serviceability of earthquake-damaged water systems: effects of electrical power availability and power
backup systems on system vulnerability,” Reliability Engineering and System Safety, vol. 93, no. 1, pp. 78-88, 2008.



17

[14] J. Piwowar, E. Chatelet, and P. Laclemence,, “An efficient process to reduce infrastructure vulnerabilities facing malevolence,” Reliability
Engineering and System Safety, vol. 94, pp. 1869-1877, 2009.

[15] A. Helseth and A. T. Holen, “Structural vulnerability of energy distribution systems: incorporating infrastructural dependencies,”
Electrical Power and Energy Systems, vol. 31, pp. 531-537, 2009.

[16] D. E. Newman, B. Nkei, B. A. Carreras, I. Dobson, V. E. Lynch, and P. Gradney, “Risk assessment in complex interacting infrastructure
systems,” Proc. Thirty-Eight Annu. Hawaii International Conf. on System Sciences, January 3-6, 2005, Computer Society Press, 2005.

[17] B. A. Carreras, D. E. Newman, P. Gradney, V. E. Lynch, and I. Dobson, “Interdependent risk in interacting infrastructure systems,” in
Proc. 40" Annual Hawaii International Conference on System Sciences, HICSS 2007, Hawaii, January 2007.

[18] L. Duenas-Osorio, J. I. Craig, and B. J. Goodno, “Seismic response of critical interdependent networks,” Earthquake Engineering and
Structural Dynamics, vol. 36, no. 2, pp. 285-306, 2007.

[19] N. K. Svendsen and S. D. Wolthusen, “Connectivity models of interdependency in mixed-type critical infrastructure networks,”
Information Security Technical Report, vol. 12, no. 1, pp. 44-55, 2007.

[20] L. Duefias-Osorio and S. M. Vemuru, “Cascading failures in complex infrastructure systems,” Structural Safety, vol. 31, pp. 157-167,
March 2009.

[21] J. Johansson and H. J6nsson, “A model for vulnerability analysis of interdependent infrastructure networks,” in Safety, Reliability and
Risk Analysis: Theory, Methods and Applications - Proc. ESREL 2008 and 17th SRA-Europe Conf., Valencia, September 2008, Taylor &
Francis Group, London, pp. 2491-2499, 2009.

[22] M. Ouyang, L. Hong, Z.-J. Mao, M.-H. Yu, and F. Qi, “A methodological approach to analyze vulnerability of interdependent
infrastructures,” Simulation Modeling Practice and Theory, vol. 17, no. 5, pp. 817-828, 2009.

[23] D. C. Barton and K. L. Stamber, “An agent-based microsimulation of critical infrastructure systems,” Proc. International Energy
Foundation's Conference ENERGEX 2000 - 8th International Energy Forum, Las Vegas, NV, USA, 07/23-07/28, 2000.

[24] S. Panzieri, R. Setola, and G. Ulivi, “An agent based simulator for critical interdependent infrastructures,” Securing Critical
Infrastructures, CRIS2004 : Conference on Critical Infrastructures, October 25 - 27, 2004, Grenoble, France, 2004.

[25] E. Casalicchio, E. Galli, and S. Tucci, “Federated agent-based modeling and simulation approach to study interdependencies in IT critical
infrastructures,” 11th IEEE Symposium on Distributed Simulation and Real-Time Applications, 2007.

[26] M. Schlapfer, T. Kessler, and W. Krdger, “Reliability analysis of electric power systems using an object-oriented hybrid modeling
approach,“ Proc. 16th Power Systems Computation Conf., 14-18 July, Glasgow, UK, 2008.

[27] Q. Chen and J. D. McCalley, “Identifying high risk N-k contingencies for online security assessment,” IEEE Transactions on Power
Systems, vol. 20, no. 2, 2005.

[28] S. K. M. Kodsi and C. A. Canizares, “Application of a stability-constrained optimal power flow to tuning of oscillation controls in
competitive electricity markets,” IEEE Transactions on Power Systems, vol. 22, no. 4, pp. 1944, 2007.

[29] X. Hong, M. Gerla, G. Pei, and C.-C. Chiang, “A group mobility model for ad hoc wireless networks,” Proceedings of the 2" ACM
international workshop on Modeling, analysis and simulation of wireless and mobile systems, Seattle, Washington, United States, pp. 53-
60, 1999.

[30] T. C. Germann, K. Kadau, I. M. Longini, Jr., and C. A. Macken, “Mitigation strategies for pandemic influenza in the United States,” Proc.
Natl. Acad. Sci. USA, vol. 103, no. 15, pp. 5935-5940, April 2006.

[31] E. Casalicchio, E. Galli, and V. Ottaviani, “MobileOnRealEnvironment-GIS: a federated mobile network simulator of mobile nodes on
real geographic data,” Proceedings of the 2009 13th IEEE/ACM International Symposium on Distributed Simulation and Real Time
Applications, pp. 255-258, 2009.

[32] Y. Haimes and P. Jiang, “Leontief-based model of risk in complex interconnected infrastructures,” Journal of Infrastructure Systems, vol.
7, no. 1, pp. 1-12, March 2001.

[33] P. Jiang and Y. Y. Haimes, “Risk management for Leontief-based interdependency systems,” Risk Analysis, vol. 24, no. 5, pp. 1215-1229,
2004.

[34] Y. Y. Haimes, B. M. Horowitz, J. H. Lambert, J. R. Santos, C. Lian, and K. G. Crowther, “Inoperability Input-Output model for
interdependent infrastructure sectors. I: theory and methodology,” Journal of Infrastructures Systems, vol. 11, no. 2, pp. 67-79, 2005.

[35] Y. Y. Haimes, B. M. Horowitz, J. H. Lambert, J. R. Santos, C. Lian, and K. G. Crowther, “Inoperability Input-Output model for
interdependent infrastructure sectors. I: case studies,” Journal of Infrastructures Systems, vol. 11, no. 2, pp. 80-92, 2005.

[36] D. A. Reed, K. C. Kapur, and R. D. Christie, “Methodology for assessing the resilience of networked infrastructure,” IEEE Systems
Journal, vol. 3, no. 2, pp. 174-180, 2009.

[37] E. Cagno, M. De Ambroggi, O. Grande, and P. Trucco, “Risk analysis of underground infrastructures in urban area: time-dependent
interoperability analysis,” Reliability, Risk and Safety: Theory and Applications - Proc. ESREL 2009 Europe Annual Conf., 6-11
September 2009, Prague, Czech Republic, Taylor & Francis Group, London, pp. 1899-1906, 2010.

[38] I. Dobson, B. A. Carreras, and D. E. Newman, “A loading-dependent model of probabilistic cascading failure,” Probability in the
Engineering and Informational Sciences, vol.19, no.1, pp. 15-32, 2005.

[39] A. E. Motter and Y.-C. Lai, “Cascade-based attacks on complex networks,” Phys. Rev. E, vol. 66, no. 6, 065102, December 2002.

[40] D.-H. Kim, B. J. Kim, and H. Jeong, “Universality class of fiber bundle model on complex networks,” Phys. Rev. Lett., 94, 025501, 2005.

[41] C. Grigg, P. Wong, et al., “The IEEE reliability test system — 1996,” IEEE Transactions on Power Systems, vol. 14, no. 3, pp. 1010-1020,
August 1999.

[42] P. Bak, K. Chen, and C. Tang, “A forest-fire model and some thoughts on turbulence,” Physics Letters A, vol. 147, pp. 297-300, 1990.

[43] P. Grassherger and H. Kantz, “On a forest fire model with supposed self-organized criticality,” Journal of Statistical Physics, vol. 63, no.
3-4, pp. 685-700, May 1991.

[44] D. Stauffer and A. Aharony, Introduction to percolation theory. : Taylor & Francis, London, 1991.

[45] K. Huang, Statistical mechanics, 2™ edition. : John Wiley & Sons, New York, NY, 1987.

[46] J. Guckenheimer and J. M. Ottino, “Foundations for complex systems research in the physical sciences and engineering,” Report from a
NSF Workshop, September 2008 http://www.math.cornell.edu/~gucken/PDF/nsf_complex_systems.pdf


http://www.math.cornell.edu/~gucken/PDF/nsf_complex_systems.pdf

18

Enrico Zio (SM’09) (BS in nuclear engng., Politecnico di Milano, 1991; MSc in mechanical engng., UCLA, 1995; PhD, in nuclear engng.,
Politecnico di Milano, 1995; PhD, in nuclear engng., MIT, 1998) is the Director of the Graduate School of the Politecnico di Milano, full
Professor of Computational Methods for Safety and Risk Analysis. He has served as Vice-Chairman of the European Safety and Reliability
Association, ESRA (2000-2005), and as Editor-in-Chief of the International journal Risk, Decision, and Policy (2003-2004). He is currently
the Chairman of the Italian Chapter of the IEEE Reliability Society (2001-). He is a member of the editorial board of various international
scientific journals on reliability engineering and system safety. He is co-author of two international books, and more than 100 papers in
international journals. He serves as referee of several international journals. His research topics are analysis of the reliability, safety, and
security of complex systems under stationary, and dynamic operation, particularly by Monte Carlo simulation methods, and soft computing
techniques.

Giovanni Sansavini is a postdoctoral research assistant at the Department of Energy, Politecnico di Milano. He holds a MSc (2005), and a
PhD (2010) in Nuclear Engineering from Politecnico di Milano. His research interest is the analysis of the reliability, safety, and security of
complex systems under stationary and dynamic operation.



