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Abstract

We consider a critical plant exposed to risk frortemal events. We propose an original
framework of analysis, which extends the boundagkghe study to the interdependent
infrastructures which support the plant. For theppge of clearly illustrating the conceptual
framework of system-of-systems analysis, we work awase study of seismic risk for a
nuclear power plant embedded in the connected poavel water distribution, and
transportation networks which support its operatidhe technical details of the systems
considered (including the nuclear power plant) taghly simplified, in order to preserve the
purpose of illustrating the conceptual, methodalabiframework of analysis. Yet, as an
example of the approaches that can be used torpettre analysis within the proposed
framework, we consider the Muir Web as system amalyol to build the system-of-systems
model and Monte Carlo simulation for the quantiatievaluation of the model. The
numerical exercise, albeit performed on a simpglifease study, serves the purpose of
showing the opportunity of accounting for the citnttion of the interdependent
infrastructure systems to the safety of a critiplnt. This is relevant as it can lead to

considerations with respect to the decision makétated to safety critical-issues.

Keywords. External Events Risk Analysis, System of SysteMsjr Web, Monte Carlo
Simulation, Seismic Probabilistic Risk Assessment.



1. INTRODUCTION

The focus of this work is to look at the safetyaoéritical plant challenged by the occurrence
of an external event, like earthquake, floodingghhwind, fire, lightning, volcanic eruption
[1]. We assume that properly designed and dimeesliofinternal” emergency devices are
available to assure safety of the critical planbruguch disturbances, even in the case of
unavailability of the infrastructure services. Hawe accidental events in the industrial
history, e.g., the recent Fukushima disaster [2pwsthat the post-accident assurance of the
full or partial safety of a critical plant in thenergency conditions of an external disastrous
event may also need to resort to exceptional regaveans and actions, which need to be
supported by the infrastructures connected to titecad plant. In other words, upon the
occurrence of the destructive event, the surrogndimvironment may or may not be left in
the conditions to provide “emergency assistancegh#&ocritical plant. Indeed, considering an
external event which is spatially distributed, iitgpact may not affect only the critical plant
itself but also the areas around it, with possd@enages to the interdependent infrastructures
that may or may not be capable of providing theises needed for keeping or restoring the
safety of the critical plant.

With these considerations, we propose to extendhdluadaries of the analysis for evaluating
its safety by adopting a “system-of-systems” framdwof analysis [3], [4], [5], [6], [7], [8].

[9] which includes the interdependent infrastruetuconnected to the plaint, addition to its
internal emergency devices, and thus examinesthéstresilience” properties offered from
the overall structure of the system of systemshicivthe plant is embeddegor the purpose

of illustrating the concepts underlying the extehdi@mework, as quantitative indicator we
consider the probability that a critical plant rensaor not in a “safe state” upon the
occurrence of an external event. Safe state is heee to indicate that the plant is in a
condition that does not cause health and/or enmeotal damages.

To provide an example of application of the progbBamework, we consider a case study
regarding the occurrence of an earthquake (therredtevent) impacting on a system of
systems which contains a nuclear power plant (titeeal plant) that is provided with the
needed emergency infrastructure systems. For exeymnplrposes, the framework extends
the analysis to the power and water distributiomd & the transportation networks (the
interdependent infrastructure systems) that cawigeoservices necessary for keeping or
restoring the safety of the critical plant. Theecatudy is used only to illustrate the concepts

behind the framework of analysis under a systeraystems viewpoint: for this reason, it is
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fictitious and admittedly highly simplified in thiechnical aspects (including those of the
nuclear power plant and its safety systems) armhgtrpossibly at times not too realistic,
assumptions are made to keep the focus on the dwtgical framework. In spite of this, for
completeness the modeling and numerical evaluatiercarried out by resorting to powerful
methods of system analysis and stochastic simatatibuir Web [10] and Monte Carlo
simulation [11], [12], [13].

Muir Web is a system analysis technique to modebmplex system and the relationships
among its elements. In the context of ecologicah&im community, in which it has been first
introduced [10], traditionally only the major iné&tions are taken into account in the system
modeling: for example, with reference to the foduhin, only the connections between
predator and prey are usually considered, wherthes celevant and influencing relationships
exist between organisms, e.g., one species may daker for another, and other factors
contribute to the food chain, e.g., abiotic eleradike water, sun, soil, rainfall, wind [10]. By
the representative power of Muir Web, the trad#iopicture of dependencies is extended
through a graph where the nodes represent allytera elements (e.g., species and abiotic
factors in the ecological case) and the edges septéheir dependency structure.

The concept of Muir Web has been recently appllsd ® infrastructure systems, exploiting
some similarities which exist between the ecoldgara the infrastructure networks [14]:
both are large scale systems with complex intevastand can fail when an external event
occurs. In the case of infrastructure systemsnttades of the web are system components,
e.g., a pump, and other factors which influenceitfrastructure state, e.g., a stable soil with
respect to seismic hazard.

In the case study worked out in this paper, thesssaent is performed in two main steps:
first, a conceptual map in the form of a Muir Wabbuilt to represent all the dependencies
and interdependencies among the components ohftestructure systems connected to the
nuclear power plant; then, Monte Carlo simulatisrapplied to compute the probability that
the nuclear power plant enters in an unsafe statmunting for the contributions of both the
internal emergency devices and the connected tniiares to support the safety of the
critical plant. An analysis is also made to findvhmuch the interdependencies would affect
the safety of the nuclear power plant.

The remainder of the paper is organized as followsSection 2, the basic concepts of
External Event Risk Assessment are introduced, sothe specifics of Seismic Probabilistic
Risk Assessment (SPRA) for positioning the illuste case study used to exemplify the

methodology; in Section 3, the Monte Carlo simolatiramework for SPRA is described for
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providing the basic ground of the quantificatiooheique used in the case study; in Section 4,
the complete assessment of the case study by Mein Whd Monte Carlo simulation is
presented, and the results discussed; in Sectioanglusions and reflections are shared and

future developments are provided.

2. NATURAL EXTERNAL EVENT RISK ASSESSMENT

The framework of the analysis considers natura¢re events as hazard inputs. They can
include earthquake, flooding, high wind, fire, liging, volcanic eruption [1]. The common
characteristics of these hazards are the large-soghacts on the environment and the
considerable amount of uncertainty related withrtbecurrence and their intensity.
To include them in the safety analysis of a critiplant, the following steps should be
performed [1]:

a. Assessment of the frequency of the hazards (istignation of the frequency of

exceedance of particular intensities) and anabfsike loads associated;

b. Analysis of the plant response to the hazards {ragilities);

c. Analysis of the impacts of the hazards on the plant
To proceed in the analyses, properties and parasnetehe hazards should be defined. For
example, for seismic hazard, parameters like initeis$ the earthquake, ground motion and
frequency content (e.g., response spectrum) shobelddefined; for flooding, relevant
parameters include water level of the river/lak&ation of flood and water velocity; for high

winds, the dynamic loads from gusts and rotatidonarges from tornadoes should be given.

In the present paper, the seismic hazard has la&en into account within a framework of
Seismic Probabilistic Risk Assessment (SPRA) baseithree parts [15], [16]:
a. Seismic Hazard Analysis to compute the probalsliGeoccurrence of different levels
of earthquake ground motion at a site of interest.
b. Seismic Fragility Evaluation to identify the seigntiapacity of a component in terms
of its conditional probability of failure for anyvgn ground motion level.
c. System Analysis to integrate the outputs of thealhzand fragility analyses for

evaluating the impacts of the earthquake on thastrfucture of interest.

The first part, which is traditionally developed Bsobabilistic Seismic Hazard Analysis
(PSHA), consists of four procedural steps [15]][167]:



1) Identification and characterization of the earthgusource;

2) Definition of the earthquake recurrence relatiopshie., the annual frequency of
occurrence of a given magnitude event for eachcsouypically described by the
Gutenberg-Richter law [18] that implies a doubleatated exponential distribution
for the magnitude[21], [22]:

1_e_ﬁ(m_mmin)

FM(m) = 1—e‘ﬁ(mmax—mmin) (1)

wheref represents the relative frequency of smaller tpaevents anthyax andmmin
are the upper and lower bounds of the magnitudpmexively, that avoid the high
values which are unrealistic and the low values déin@ negligible.

3) Formulation of the ground motion attenuation relaship that identifies the ground
motion value at the site of interest, e.g., thekpgeound acceleration, given the
source-to-site distance and the magnitude. Theehitlie distance from the source, the
lower is the ground motion value. The followingat®bnship described by Ambraseys
[23] has been embraced in this paper:
10g102' = C1 + Com + (C3 4 Cym) * log1oy/72 + CZ + CeSs + C,S, + CoFy +
CoFr + C1oFp (2)
wherem is the magnitude, is the source-to-site distan&@,andS, represent the types
of soil (soft, stiff or rock, when both variableseaset to zero) anéfy, Fr and Fo
describe the faulting mechanism (normal, thrusicdt).

4) Computation of the exceedance probability of groomation in any time interval by

an analytical integration for each magnitude, disteand ground motion value.

In the second part of the SPRA, a fragility evahlrais carried out to provide the parameter
values (i.e., the median acceleration capa&ityand the logarithmic standard deviation due to
randomness and to uncertainty in the median cgpgcand/,, respectively) for the fragility

model that assumes this expression [15]:

fl=o 3

llog(ﬁ)wu 27(Q)
Br

wheref’ is the conditional probability of failure for agyven ground motion leved’ andQ is

the subjective probability of not exceeding a fliagif’.

! The magnitude scale typically used is the momeagnitude defined by Kanamori [19]. For medium size

earthquakes it is similar to the Richter valueq.[20



In the third part, an evaluation of the consequsrafehe seismic event to the infrastructure
under analysis is traditionally performed by theelepment of event trees and logic models
for each event tree top event [15]. In this worle adopt a Muir Web representation and

Monte Carlo simulation for this evaluation.

3. MUIR WEB REPRESENTATION AND MONTE CARLO
SIMULATION FOR SEISMIC PROBABILISTIC RISK
ASSESSMENT WITHIN A SYSTEM-OF-SYSTEM S FRAMEWORK

In this Section, the objective of the Muir Web miaalg is first illustrated (Section 3.1) and
the Muir Web representation of a system of systenteen given (Section 3.2). Finally, the
operative steps of the Monte Carlo (MC) simulatragthod for Seismic Probabilistic Risk
Assessment (SPRA) are illustrated (Section 3.3).

3.1 Muir Web modeling

The Muir Web is a network representation techniqu@ch allows analysis by graph theory.
It has been introduced to explicitly represent stieicture of dependence of the physical
elements on factors which influence their functidgres. It is a tool to visualize, capture and
understand the relations among physical element$aators of a system, and it organizes the
knowledge in a comprehensive way through its nditiensional structure. It is inspired by
the view of John Muir, the famous naturalist [2ZA4)/hen we try to pick out anything by itself
we find that it is bound fast by a thousand invisitords that cannot be broken, to everything
in the universe”. The original purpose behind th&oduction of the Muir Web was to
recreate the landscape and the wildlife of the @itylannahatta four hundred years ago to see
how that place was before it became a city anceitmagine the city’s development taking
into account the natural cycles and processes [E®).this aim, the Muir Web can be
converted into maps by an iterative computer progitsat works through all the relationships
and find the right layers in a Geographic InforrmatSystem [10].

In the Muir web representation there is no diffeeemmong the types of relations: they are
depicted by arrows that are directed from an elérteeanother dependent on it. Applying it
to an engineered system means to consider all tiner @lements (physical, operational,
organizational, etc.) which each single elementeddp on, including, for example, the type
of soil, the maintenance task, the presence ofabpes; etc. One main objective of the Muir

6



Web is to visualize all the connections among el@meThis gives the basis for performing
further analysis to characterize the types of i@hat the way a failure of an element can
affect the state of another connected elementeldgr@ents with significant influence on the
system functionality and those with little influenc

Table 1 states the advantages and limitations of the MMe&b with respect to other
techniques, i.e., Fault Tree Analysis and Hieraahnodelling.

In synthesis, the Muir Web seems to offer a flexiahd easy way of representation, with the
possibility of managing a large number of nodes i@hationships. In addition, extending the
analysis to the level of factors (operational, oigational, etc.) that influence the physical
elements, it shows the capability of crossing @istary boundaries in an integrated
representation; then, it can interface straightbodly with other modelling tools to generate
maps representing the spatial localization of thdrastructures, including their
interdependences and all related characteristiuis. flexibility and ease of representation is
paid by the large amount of information neededutther characterize the model and the need
of further analyses to associate the logic strectiithe system and evaluate it in terms of the

guantities of interest, which may be costly simolag for large systems.



Table 1: Comparison of the Muir Web with Fault TAsgalysis and Hierarchical modelling.

Muir Web

Fault Tree Analysis

Hierarchical

modelling

Advantages

Limitations

Advantages

Limitations

Advantages

Limitations

Qualitative
analysis

Representing the invisible: in
addition to the physical elements
the representation includes the
factors (operational,
organizational, etc.) which the
physical elements depend on. Th
associated knowledge is organiz
in a comprehensive way through
multi-dimensional structure.

A large amount of

, information and
competences of different
disciplinary fields are
needed to build the

erepresentation.

ed

a

The physical elements are
represented in a well-defineg
structure, according to the
logic of the system, that lead
to the identification of the
Minimal Cut Sets.

Additional factors
(operational, organizational
etc.) are not included.

and manipulation of the
Minimal Cut Sets can be
difficult for large systems.

sThe exhaustive identification

The system is broken up
according to its parts and it
is analyzed at different
levels of detail.

Additional factors
(operational, organizationa
etc.) are not included.

Easy to build the network
answering the question “why” to
identify the depending elements.

Difficult to build the fault
tree, in particular in the case
of large number of
components and complicate
logic, dependencies, etc.

Easy to build the hierarchy,
> identifying the parts of the

system with increasing leve
dof detail.

Extendable/Flexible: the addition
of a new component is possible
without changing all the structure

A further analysis is neede
to identify the logic
. structure of the system.

1 The structured representatio
allows a rigorous and
transparent analysis.

nThe addition of a new
component can change the
structure.

Analyzing the system at
different levels of detail
allows a good understandin
of the system structure.

The addition of a new
component can change the
g hierarchy.

The representation clearly
illustrates the dependencies
among the components: arrows
are directed from one element to
another dependent on it. In
addition, there is the possibility o
including the strength of the
relationship.

f

The representation is clear
and allows understanding
which combinations of
components cause the failur
of the top event. The
modelization is
straightforward via few,
simple, logic operators.

The Boolean-logic based
approach does not allow
considering the strength of
e the relationships.

The representation is clear
and allows understanding th
composition of the system 4
different levels of detail.

The representation does ng
eshow the relationships
t among the components at
each level of the hierarchy
and a further analysis is
needed for that.

Possibility to be converted into
maps, resorting to the support of

Geographic Information Systems,.

Quantitative
analysis

Simulation: propagation of
failures in the network.

High computational cost of
simulation for large
systems.

Numerical calculation of the
probability of occurrence of
the top event by transformin
the logical structure into an

Difficulty in treating the
dynamics of failures.

J

Simulation: propagation of
failures bottom-up through
the hierarchy.

equivalent probability form.

High computational cost of
simulation for large
systems.

2 The strength of the relationship has not beerudwd in the present paper but it has been consider8anderson [10], characterizing the relatiopstiy modifiers like “especially” or

“often”.



3.2 Muir Web representation of a system of systems

For a general representation of the system of systeased on the Muir Web framework
(Figure 1), let us consider a plati that is critical from the safety viewpoint, i.€.jt is not
provided with the necessary service inputs it each a condition which causes health and
environmental damages. The state of the criticahi#H is the state of its critical elemert,
Connections exist tdVs interdependent syster§s i = 1, ..., Ng, numbered in order in such a
way that the firsty are those inside the plant and the Mst- g belong to systems outside the
plant. The systems internal to the plapti = 1, ..., q, are designed to provide inherent safety,

i.e., the input services required to keepn a safe state. Each system is composed by
i=1,..,Ng, components and the overall system of systeméfigsefiore formed by =

N;, + N, components, wherl;,, = ?:1 N¢, andNyy,; = Z?’jq +1 N¢,- For the sake of clarity
of the representation, we distinguish the intraesysand inter-systems links, i.e., the links
among components of the same system and of diffegetems, respectively, into two types
here called “direct dependency” and “support depaonyg’ on the basis of their physical
meaning: for the first type, when a component faits direct neighbors also fail; for the
second one, when a component fails, it does natecthe failure of its neighbors because it
assumes the role of “support”, i.e., it is usefulthhe neighbors when these fail for other
reasons. In addition, the links between the intemeated infrastructure systems and the
critical plant have been considered. They represemdirectional dependency, but if a
connected system fails, it does not mean that titeeat plant fails too; identification,
specification and joint analysis of all these dejsties have to be performed to determine
their effect on the critical plant, as explainediection 3.3. The Muir Web éfigure 1shows

an example in which the elemeént(star) of the critical planti (dotted-rectangular shape) is
connected to four interdependent systéms = 1,...,4 with N, =5, N, =6, N,, =7 and
N, = 3 components. The systerfis andS, are inside the plant and the systefpsandS,

are outside. The direct dependencies are represdmntesolid lines, the support ones by
dashed lines and the connections to the critiaitdby bold lines.



Figure 1. Muir Web representation of a system stemyns made of a critical plant, H (dotted-rectamgwhape)
whose safety is identified in the state of itdaaltelement E, and four interdependent systé&ms= 1, ..., 4,
whose elements (represented by circles, squaresjlth and hexagons, respectively) are connectedtdwst d

dependencies (solid lines) and support dependefdéesthed lines). The systefjsandS, are inside the critical
plant, whereas the systefisands, are outside. The links to the critical elemenstX) of the critical plant

are the bold lines.

3.3 Monte Carlo simulation for Seismic Probabilistic Risk Assessment within a

system-of-systems framewor k

Within the system-of-systems analysis frameworkehaurported, we wish to evaluate the
safety of the critical planf exposed to the risk from earthquakes occurrerammuamting not
only for the direct effects of the earthquakeHnin particular on the internal interconnected
systemsS;, i = 1, ..., q, insideH, but also for the structural and functional regamof the
Ng,,i=q+1,..,Ng, components and their impacts on the syst&ms=q + 1, ..., Ng, and
eventually on the critical plantH through the interconnected web of the underlying
dependency structure. To do this, we adopt the Mégb representation of the system of
systems and Monte Carlo (MC) simulation for the rgitative SPRA evaluation [25]. The
simulation procedure consists of the following @iee steps:
1. sample a magnitude value from the double truncaeubnential distribution by
equation 1;
2. compute the ground motion value at each ofNpei = 1, ..., N5, components of the
systemsS;, i = 1, ..., Ng, by equation 2;
3. compute the fragilityf, for all the component¥,, i = 1, ..., N, of the systems;,
i=1,..,Ng, by equation 3;f is a vector of N values corresponding to thg

components of the system;
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4. sample a matrix{u;,}, j=1,..,Ny, k=1,..,N, where Ny is the number of
simulations, of uniform random numbers in [0,1);

5. determine the fault state matr{yj,k}, j=1,..,N;, k=1,..,N, by comparing the
fragility, £, with the matrix{w;}, j =1,..,Np, k =1, .., N: if fiy <wjp , gjx = 1;
otherwisegj, =0 for j = 1,..,Ny andk = 1,..,N. When{g, .} assumes value 1,
the k-th component is affected by the earthquake, i.eenters a faulty state;
otherwise, it survives. Each row of the matgixepresents the states of thesystem
components;

6. determine the state of the critical pl&htconsidering:

a. the impact of the earthquake éh i.e., taking into account the interconnected
systemsS;,i = 1, ..., q, inside the plant.

b. the impact of the earthquake both @éh i.e., taking into account the
interconnected systemss;,i =1,...,,q, inside the plant, and on the
interconnected systen§s, i = q + 1, ..., Ng, outside the plant.

The state of{ is identified by the analysis of the states of Mag components of the
systemsS;, i =1, ..., q, for the case a., and of ti components of the systerfig
i=1,..,Ns, for the case b., together with the analysis ef dependence df from
the services provided by the systems, as reprekemtéhe Muir Web model. The
structure of dependence represented in the Muir Wafes the identification of the
functional logic relations among the componentshiniteach system (intra-system
links) and among different systems (inter-systemid). Knowledge of these relations
allows identifying the state of the critical plaHt on the basis of the states of the
components of its connected systems and their lods: trivially, if two components
of a system are connected in seriéggyre 2 left), they should be both in an
operational state to guarantee its functioningth@ncontrary, if they are connected in

parallel Eigure 2 right), at least one of them should work.

—o—&—

Figure 2: Example of series (left) and parallelgint) configurations between two components.

11



The state oH{ is evaluated through the analysis of the logicnemtions between the
components, as explained above, for each row ofrthix {g;}, i.e., for all thek
states determined at step 5, where 1, ..., N;,, andk = 1, ..., N for the case a. and b.
above, respectively, and for all the simulatigng = 1, ..., N;. A vector{h;}, j =
1, ..., Ny, is then recorded, whose element assumes valueet the critical plantl is
in an unsafe state and O otherwise;

7. estimate the probability of the critical plafAt of being unsafe by computing the

sample average of the values of the vefhg}, j = 1, ..., Nr.

The procedure above is repeated a large numbemes tfor different values of earthquake
magnitude.

Note that the components are considered with bistates: fully operative or completely
damaged and also the critical plant can assume twrdystates: fully operative or totally
failed. This approximation is not realistic and deato pessimistic results: multi-state
modeling may be considered for a more realisticcidgson, where different degrees of

damage are contemplated.

This framework of analysis should also allow coesiag the duration of the recovery actions
to restore the safe state of the critical plantis Bspect is not here examined, but it is intended

to be the objective of future work.

4. CASE STUDY

We consider the analysis of the safe state of deaugower plant (the critical plant),

provided with proper internal emergency devicesesponse to an earthquake (the external
event). The nuclear power plant is considered safe condition if it does not cause health
and environmental damages, i.e., if it does neast radioactive material to the environment;
to maintain this state it must be provided withcrieal and water inputs to absorb the heat
that it generates. The boundaries of the analysiend to the responses of the external
interconnected systems that provide inputs necgssdteep or restore the plant in the safe
state. In Section 4.1, the description of the dpesystem studied is given under a number of
assumptions aimed at simplifying the problem toléwel needed to convey the key aspects

of the conceptual system-of-systems framework, evmiaintaining generality.
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When an earthquake occurs, the critical plant n@yreceive the input necessary to be kept
in, or restored to, a safe state due to the dinggact on its internal emergency devices (safety
systems) and to the damages to the external imeeobed infrastructures. In general, two
guantities can be of interest with regard to thss lof functionality of the various components
of the system of systems embedding the criticahtplapon the occurrence of a damaging
external event:

- the probability that the critical plant remainsansafe condition given the possible
failure configuration of the components;

- the recovery time of the safe state of the critptaht, i.e., the duration of the recovery
actions needed to bring the components back tdetred of functionality required to
restore the safe condition of the plant.

We limit the analysis to the first quantity, leayithe computation of the second one for
future work, and in Section 4.2 we provide the lssaof the evaluation, accompanied by

some critical considerations.

4.1 Description of the physical system and itsview as a system of systems

The system under analysis is composed by a crpiealt, i.e., a nuclear power plait, and
five interconnected infrastructure systeis,i = 1, ..., 5, that provide services that can serve
keeping the safe state of the nuclear power pldmg.systems; andS, are inside the nuclear
power plant, whereas the syste§fis S, andSs are outside. The external systems are the
power systemss, that provides electrical energy, the water systgmthat provides coolant
useful for absorbing the heat generated in theeamgdower plant, and the road netwdfk,
that is important for the transport of material ghaht operators. The internal systesand

S,, are the power and water systems, respectivaly répresent the emergency systems of the
plant which needs to obviate at the absence ot ifnpom the main systems.

In Figure 3 the physical representation of the sysiemeported referring to a Cartesian plan
(x, y) with origin in a river. The nuclear reactor i®thlement of the nuclear power plant that
must be provided with the necessary inputs to asbr safe state of the entire plardable 2
reports the fragility parameterd,,, 5 and £, adopted in this analysis, for illustration
purposes. The values for the pump and the pipe coerds have been taken from [26] and
[27], respectively, whereas the others fragilitygmaeters have been assumed arbitrarily by
the authors to perform the study with differentues. Given the large scale system under

analysis, two types of soil are considered, rook soft soil.Figure 4 represents the spatial
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localization of the system shown ligure 3 with reference to the reciprocal position of all
the componentsF{gure 4 left) and to the position of the system, withpes to three
earthquake’s epicenters, B, C (Figure 4 right). The distances on the axes are expressed i

kilometers.

O S N DR R R

n +
nCactor

= Pipe
—— Power line
o Road access

Figure 3: Physical representation of the system: G&neration Station, S: Substation, Po: Pole, Fipe, Pu:

Pump, DG: Diesel GeneratdR: Road access.

Table 2: Fragility parameters used in the preseotky

Am ﬁr ﬁu
Generation station 0.7 0.3 0.1
Substation 0.9 0.4 0.3
Power Pole 0.8 0.2 0.2
Diesel Generator 0.7 0.4 0.2
Pipe 1.88| 0.43 0.4§
Pump 0.2 0.2 0.3
Pool 0.2 0.1 0.1
Road 0.3 0.3 0.2

14



] e B B B R T 1 100 \ \ \ \ \ \ \ \ \ I 3
| | | | | | | | | | | [ | | | | | | | | | |
| F | | | | \‘ | | | | | | [ < e e
e et i e e B B S e e A | | | | | | | | | | |
| | | | | | | | | | | | | [ | | | | | | | | | |
[ T B N [ L e e B R e e Mt St Bt
| | | | | | | | | | | | | [ | | | | | | | | | |
1277Tii\77\77\77\77\77\77\777\77\777777\77\777\77\ 70777\7777\777\777\777\777\777\775*77\777\777
| | | | | | | | | | | | | [ | [ [ [ | | | [ |
| | | | | | | | | | | | | [ | | | | | | | | | |
w--+-p-4-—"d-—--—---@®-+-4+-—d—-—l=-==—-F -+ -4 -4 60— — L JE R —_ I — —L T
| | | | | | | | | | | | | [ | | | | | | | | | |
,g | | | | | | | | | | | | (=S | | | | | | | | | |
| | | | | | | | | | | | [ o--—-—+t-—-—"+t-—-—4-—=-=—=l-=—=-F—-—=—F-=—+-—-—4-—-—4--7
ia ””””””””””” R O I R N | = | | | | | | | | | |
> | | | | | | | | |
| E e i A I S e i e A A
| | | | | | |
| | | | | | |
|
|
|
|
|
1
|
|
|

| |
| I
- = | | | |
1 A Y AN I s EE I SN SN | N A [ A S _
* % | | | | | | | | | |
L S IO B S | | | | | | | | | |
| | | | | | | | | | | [ 20~ — N A B I e e e e B Al |
| | | | | | | | | | | [ | | | | | | | | |
| | | | | | | | | | | | [ m | | | | | | | | |
A e e B e e e i e i B B e e e B 0-~-® |- 7 - — 79— — - ——|——— -~~~ — 7~ — 7~ — 7~ —
| | | | | | | | | | | | [ » | | | | | | | | |
SRR R B e w2 ¢ ey Rt Svb vt Bt et i et Bl
e Ik e ey Y L0 S e B o114 '/System of systems 1 1
1 1 1 1 1 1 1 1 1 1 | | | - 1 1 1 1 1 1 1 1 1 1
06 05 04 -03 -02 01 0 01 02 03 04 05 06 07 08 09 1 1910 0 10 20 30 40 50 60 70 80 90 100
x [km] x [km]

Figure 4: Left: spatial localization of the nuclesractor (star), which identifies the nuclear povpdaint, with
respect to the components of the electric powdesyscircle, from top to bottom: Generation Station
Substation, Pole 1, Pole 2), water system (sqUieom left to right: River, Pipe 1, Pump 1, Pipea2)d road
transportation (triangle, from top to bottom andrn left to right: R7, R6, R5, R4, R3, R2, R1). Righatial
localization of the system of systems with resjoettiree earthquake’s epicenters A(40, 40), B(1), €(100,
100). The horizontal bold line in both Figures repents the division between soft soil (above e hnd rock

(below the line).

In Figure 5 the system-of-systems representation is giverthbyMuir Web showing the
physical components of the infrastructure systentsfactors which they depend on. In this
representation the connections among the elementdepicted without expliciting the types
of dependencies introduced in Section 3.2 whichlrgrated inFigure 6

The external water distribution systefigure 5 left) is formed by a source of water (e.g., a
river), a pump and pipes that carry the water. fEilare probability of these elements when
subjected to earthquake shocks depends on thediygeil, the design and materials of
construction, and the maintenance. Operators areharge of the maintenance of the
structural elements and mechanical components.

The external power distribution systerdigure 5 center) is composed by the following
elements: a generation station that produces #wriglal energy, a substation that transforms
the voltage from high to low, power lines and pdtesupport them, the type of soil on which
the infrastructures rest, and the operators thatthe generation station and provide the

maintenance for all its elements and components.
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The components of the emergency water and powgtbdison systems inside the plant are
shown inFigure 5on the right. The first system is composed by th®es elements of the
correspondent external system except for the safraater that is an artificial reservoir (e.g.
a tank or pool), whereas the power system inclodgésthe emergency diesel generators.
The elements considered for the transportatioresysire the road$-igure 5 top). The state
of this system is important for access of the niateand operators needed to keep or restore
the functionality of the components required far fafe state of the critical plant.

Actually, in view of the methodological charactértiois work, for the sake of simplicity, the
influence of the design construction and materidls, supply of fuel and materials for plant
operation, and the maintenance tasks are not iedlud the analysis. Failure of the power
lines, being aerial elements and therefore beinglimectly affected by an earthquake, is also
not considered. Finally, the assumption is madé tha river is not perturbed by the

earthquake, so that it is a source of water alveagsable.

Road transportation

Operator

[ : h
! Line h

T 5

Pump ‘ ‘ Pole

External Power Distribution : Water and Power Distribution inside the Nuclear Power Plant

External Water Distribution ;

Figure 5: Muir Web of the system of systems: thmehts in the dashed box are not considered ipriment

study.

In Figure 5 the inter-system dependencies are modeled as tioknecting components of
the five systemssS;, i = 1,...,5; these connections are of the same nature as timbsag

components of the individual systems (intra-systefependencies). An example of these
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connections concerns the water system that depmntise power system as the pump needs
electrical energy to work. This component receitres electrical energy from the external
power distribution network; on the contrary, itassumed that the pump inside the nuclear
power plant can obtain energy from both the exteand internal power systems.

The road transport network allows access to thepoments of the power and water systems

for transporting material (e.g., fuel) and/or opers for operation and/or maintenance.

A representation of the Muir Web illustrating thiéfetent types of dependencies introduced
in Section 3.2 is shown iRigure 6. The nodes are the components (e.g., generatitarsta
pole, pump...) and the links are the dependenciesngmititem. Note that, differently from
Figure 5 the pole Po2 of the external power system isctiyreonnected to the pumps of the
external and internal water systems and to theeanckactor because the power lines are not
considered in this work and the closest elemermatoy the power to the pumps and to the
nuclear reactor is that pol€he transport systeny;, is composed by seven road access points
to the components of the power and water systenme @&ccess is provided for the
components outside the nuclear power plant, whetwasaccesses are provided for the
elements inside. In particular, the componentdefexternal power system are considered to
have a different road access because they areofar gach other (the minimum distance is
300 m between the generation station and the gidsstigure 4left), the components of the
external water system have the same road acces®eRa@use they are located close to each
other (the total distance from the river to thelaacpower plant is 200 nikigure 4left) and
the components of the power and water systemsdaribi nuclear power plant have the same
two road accesses, R1 and R2, since they are nedtai the same building. Note that, in the
present study, the road plays the role of “resebraponent”, since we assume that elements
that fail can be immediately repaired/replacedh& access to it through the road system does
not fail (recovery times are not considered).
Analyzing the dependency links, it can be notideat:t
“Direct dependencies” (solid lines) exist for thmponents of systenss, S;, S, and
between the components Po2 — Pul, Po2 — Pu2, D@ -amd R7 — GS. These links
describe the fact that if a component fails, thenexted component fails too because
it cannot fulfill anymore its function. For example the systens,, if the pump Pul

fails, it cannot pump the water and the pipe Pithca carry it.
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- “Support dependencies” (dashed lines) exist forrtlael accessd?l, R2 R3 R4, R5,
R6 and their corresponding components, since they umeful for transporting
operators when maintenance or repair of a compdser@eded. Therefore, they are a
support for those components.

- “Connections to the nuclear reactor” (bold lingekIthe components of the systems

S:S,, 83,5, to the nuclear reactor.

River Pil Pul

N

Figure 6: Representation of the physical componehtee Muir Web of Figure 5, highlighting the difént
types of dependencies. The interconnected systeims§,S.,5, can provide services relevant to thesshte of
the nuclear power plant (NPP). The links repredantdirect dependencies (solid lines), the support
dependencies (dashed lines) and the dependendies piiclear reactor (star) on its interconnectgdtems
(bold lines). GS: Generation Station, S: Substatiwo Pole, Pi: Pipe, Pu: Pump, DG: Diesel GeneratR:
Road access, Sinternal power system,Snternal water system ;Sexternal power system,:®xternal water

system, $ Road transportation.

From the Muir Web and the knowledge of the funciidg of the components of the system
of systems, it is possible to identify the logidat®ns among them. For example, in the
systemS;, there is a flow of energy that starts from thenegation station where it is
produced, passes into the substation where itngested into a low voltage and reaches the
final destinations, i.e., the nuclear reactor drelwater systems, ands,, through the poles

1 and 2. All these components are connected ieséiigure 7) because if one of them fails,
the entire systersi; fails, i.e., it cannot fulfill anymore its functicof providing energy. With

the same reasoning, it can be evidenced that tin@aoents within the systeris ands,, are
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connected in series too. Instead, the componentheotystents are independent and the
systemsS; contains only one element.

S;

Figure 7: Logic connections between the componaittse external power system, 6S: Generation Station,
S: Substation, Po: Pole

Given the assumption of instantaneous recovery cbraponent if the road access to it is
available, we can consider the road access likeegsefve component” in parallel with the
corresponding element to which it provide accas§idure 8 the logic connections between
the systems; — S. are provided. Note that the ro&¥ plays a double role in the external
energy subsystem: it provides the generation statith access for 1) maintenance and repair
(as the other road acces$tk R2 R3 R4, R5 R6)and 2) operators and materials necessary
to its operation. Therefore, the damage to thidl @@aess can cause the stop of the generation
station and, as a consequence, the failure ofxtezreal power systers;. For this reason, the
roadR7is in series with the systesj and in parallel with the generation station GS.

S5~ S;

CRT D (R Dy (RS D (CRe D
==

(68 > K D7 Kpot o (o2 D

Figure 8: Logic connections between the componeitise external power system, 8nd those of the road

transportation, § GS: Generation Station, S: Substation, Po: PBleRoad access.

Figure 9reports the logic relations between the systSms S: (on the left),S, — Ss (in the
middle) andS; —Ss (on the right).

Sy 55 S; S5 S S5

Figure 9: Logic connections between the componeitise external water system, Biternal water system,S
internal power systemySand those of the road transportation, §S: Generation Station, S: Substation, Po:

Pole, Pi: Pipe, Pu: Pump, DG: Diesel Generator,/Riad access.
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The power and water systems are connected in ssidse pump in the water system needs
energy to work. In particular, the external powgstem,S;, is in series with the internal and
external water system$, andsS,, respectively, and the internal power systém|s in series
with the internal water syster$y;, as shown ifrigure 1Q

S5 =5, S; = 5; S;=5;

Figure 10: Logic connections between the powerwater systems.;Sinternal power systemSnternal

water system,Sexternal power system,:®xternal water system.

Figure 1lintegrates the logic relations among the syst&mis= 1, ...,5, to maintain the safe
state of the nuclear power plant.

NPP
o
s (88

Figure 11: Logic connections between the intercated systems,3=1,...,5, to the nuclear power plant (NPP).
S;: internal power system,Snternal water system;Sexternal power system,:®xternal water systemgS

road transportation.

4.2 Resultsand limitations

Figure 12 shows the results of the Monte Carlo simulation S3eismic Probabilistic Risk
Assessment carried out with the operative procedustrated in Section 3.3 applied to the
case study described above, regarding the systeystédms represented by the Muir Web of
Section 3.2. For each magnitude level sampled feormuncated exponential probability
distribution (1) with lower thresholeh,,;;, = 5 and upper bounéh,,,, = 7, the estimate of
the probability of the nuclear power plant (NPPYdéach an unsafe condition, is computed.
The number of magnitude values sampled is 100Gtmndumber of simulationV¢) of the

components configuration for each value of magmitisc6000.
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Figure 12: Estimate of the probability that the feer power plant reaches an unsafe state afterathguake
of a given magnitude on the basis of different sedo-site distances. With reference to the mdgigire 4, the
coordinates of the earthquake’s epicenters considiare A(40, 40), B(70, 70), C(100, 100), expregsed

kilometers.

The analysis is carried out for the three earthgisa&picentersA, B, C, shown inFigure 4
As expected, the higher the distance, the lowdragrobability that the safety of the nuclear

power plant cannot be assured.

Figure 13shows the comparison between the probabilitiesttiehuclear power plant turns
into an unsafe condition after the occurrence ofearthquake, considering it both as an
isolated plant provided with its emergency devi@@se of independence) and as embedded

in the system of systems of the supporting inftettires (case of dependence).
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Figure 13: Comparison between the results of thedi@ulation in the case of dependence (solid lofehe
nuclear power plant on the connected infrastructsystems, and in the case of independence (daistedThe
analysis is carried out for three earthquake’s epiters: A(40, 40) on the top, B(70, 70) on thedaft C(100,
100) on the right

It can be seen that, with the given assumptionsiaiet

— the probabilities to reach an unsafe state computedse of dependence are slightly
lower than those computed in case of independdis.result shows that in principle
the infrastructures in the surrounding of the cailti plant can contribute to its
resilience, offering additional possibilities foraimtaining (or restoring) a safe
condition;

— the larger difference between the probabilities gotad in the case of dependence
and independence results for low magnitude valuesnwhe source-to-site distance is
small, e.g., for magnitudes lower than 5.8 in thee#\(40, 40) Figure 13 top), and
for high magnitudes when the source-to-site digancreases, e.g., for magnitudes

between 5.8 and 6.5 in the case B(70, 70), andnBignitudes higher than 6.2 in the
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case C(100, 100F(gure 13left and right, respectively). This is expected aad be
explained as follows. In case of small source-te-distance, the higher the magnitude

the higher are the impacts on all the systems,tsis iprobable that also the
interdependent systems are damaged and they da@nsied as an additional support

to maintain (or restore) the nuclear power plantiisafe state; when, instead, the

magnitude is small not all the components are tdtedy the earthquake and the

interdependent systems could be useful as an additsupport for the safety of the

critical plant. In the case of high source-to-sitgtance, the larger difference between

the probabilities computed in the case of deperslemd independence is for high

magnitudes because the lower values do not havacisipn the system components.

Figure 14 on the right, shows the comparison between tlodahilities that the nuclear

power plant turns into an unsafe state after tleeitwence of an earthquake whose epicenter is
in B(70, 70) considering the case of dependendel(koe) presented ifrigure 13(left) and
considering each individual infrastructure systesmsalated (dashed line), as depicted in the

Muir Web ofFigure 14 on the left, where all the inter-system links é&een removed. This

analysis allows highlighting to what extent intggdadencies among the infrastructure

systems affect the safety of the plant insertingr& vulnerabilities to the system of systems.
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Figure 14: Left: Muir Web of the system of systefiiSigure 6 without the inter-system links. Soiitbk: direct

dependencies, bold lines: connection to the nudleactor. GS: Generation Station, S: Substation, Rale, Pi:

Pipe, Pu: Pump, DG: Diesel Generator, R: Road asc&gs internal power system,Snternal water system,

S;: external power systemg:®xternal water systemg:SRoad transportation. Right: Comparison between th

results of the MC simulation in the case of depandésolid line) of the nuclear power plant on to@nected

infrastructure systems and in the case of isolgi®der, water and road transportation infrastructuggstems

(dashed line) as shown in the scheme on the ledtanalysis is carried out for the earthquake'scepier B(70,

70).
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The result shows an increase in the probabilityrefafe state of the nuclear power plant: this
is due to the assumption of instantaneous recowérthe components (Section 4.1) that
implies that if a road access is available, theresponding component is immediately
considered operational. Therefore, under this imgitassumption, the connections between
the road system and the other systems increassatbty of the nuclear power plant. On the
contrary in the realistic situation, this would et the case. To show this, we have performed
another simulation, considering the road accessea part of the systems to which they
provide access as shown kigure 15 left. The results obtained are reportedrigure 15
right. The solid line represents the case of depecel as irfrigure 13(left) and14 (right) and

the dashed line the case of isolated water and psystems, considering the road accesses as
part of these systems, as explained above. It easebn that in the first case the probability
values are higher than in the second one, the tieduof safety of the nuclear power plant

being due to the interdependences between the aadgpower systems.
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Figure 15: Left: Muir Web of the system of systefirfsigure 6 including the road accesses in the esponding
systems to which they provide the access and regntive dependencies between the power and watensys
Solid lines: direct dependencies, dashed linespetpdependencies, bold lines: connection to theear
reactor. GS: Generation Station, S: Substation, Pale, Pi: Pipe, Pu: Pump, DG: Diesel Generator,Fiad
access, Sinternal power system,Snternal water systemSexternal power system,: Sxternal water
system, $ Road transportation system. Right: Comparisomigetn the results of the MC simulation in the case
of dependence (solid line) of the nuclear powenptan the connected infrastructure systems antiercase of
isolated power and water systems (dashed lineha®/s in the scheme on the left. The analysis isexhout

for the earthquake’s epicenter B(70, 70).

Some limitations of the case study are pointed iouthe following. For example, one
concerns the assumption of immediate recovery oélament when it fails. Obviously, in

practice, it takes time to bring back a componénthis sense, a time recovery distribution
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should be considered to perform a more realistalyss. Similarly, in specific cases the
duration of emergency service supply should beuotedl in the analysis to provide a proper
time-dependent picture of the conditions of théicai plant. Also, some potentially influent
factors identified in the Muir Web representatiavé been neglected in order to simplify the
guantitative analysis, like the design constructam materials, the maintenance task, etc.
Furthermore, as mentioned earlier, a multi-statelehshould be considered to describe
partial failures at the components levels and glsafety at the critical plant level. Finally, as
in all risk analyses, uncertainties are presentrag@ti to be taken into account. In the specific
case study, uncertainty is present in the inputhéoProbabilistic Seismic Hazard Analysis
that are based on geological, seismological andplyesacal data subjected to expert
interpretations, but also in the parameters ofcttmaponent fragility models. These and other
uncertainties may have a considerable role ingbalt, and the decisions associated to it.

In order to develop the case study into a moresteabne, it is necessary to relax some of the
assumptions introduced but this will lead to ineeghanalysis and computational costs due to
1) the collection of data needed to evaluate amtthli factors neglected in the present work
and 2) the calculation for evaluating the quartité interest from a multi-state model with

associated uncertainty.

5. CONCLUSIONS

We have presented a system-of-systems framewoakalfysis of the risk of a critical plant
from external events, to account for the influeméethe interdependent infrastructures in
which the plant is embedded.

For illustrating the conceptual framework of thealgsis, we have made reference to an
earthquake as the external event, a nuclear poaet @s the critical plant and the power and
water distribution, and transportation networkstlas interdependent infrastructure systems.
We admittedly simplified many technical details thfe systems considered and made
opportunistic assumptions for the purpose of prasgrthe focus on the conceptual,
methodological framework of analysis.

We provided a numerical example by resorting toher Web as system analysis tool to
build the system-of-systems model and Monte Canhukation for the quantitative evaluation
of the model.

In particular, the following analyses have beemiedrout:
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a. a comparison between the probabilities that théemngower plant reaches an unsafe
state after an earthquake of a given magnitudegraBpg on different site-to-source
distances: as expected, the higher the distanedowrer is the probability to get to an
unsafe state;

b. a comparison of the previous probabilities (a.aoted in the case of dependence of
the nuclear power plant on the interconnected sitfugture systems, with those
obtained in the case of independence, i.e., consgl¢éhe nuclear power plant as an
isolated system provided only by its internal ensay devices: the results show that
the probability to reach an unsafe state is highehis latter case and, in particular,
the “resilience” contribution of the interdependsgstems to the safety of the nuclear
power plant is significant for low magnitudes wh#re source-to-site distance is
small, and for high magnitudes when the sourcateesstance is big;

c. a comparison of the previous probability (a.) foeaarthquake epicenter, obtained in
the case of dependence of the nuclear power phattteinterconnected infrastructure
systems, with that obtained in the case of isolatddastructure systems, i.e.,
removing all the inter-system links and consideratigthe infrastructure systems as
isolated: the results show that the probabilityeach an unsafe state is higher in this
latter case, due to the particular “redundancyeérof the road accesses under the
assumption of immediate recovery of the components;

d. the same comparison as in c., but consideringthierisolated case, the dependence
between the road accesses and the correspondingooents and maintaining the
independence among the other systems: the redutte shat in this case the
probability to reach an unsafe state is lower; thisans that the inter-system links
among the power and water systems increase thalptity of failure of the system of

systems and, thus, of the nuclear power plant beiag unsafe state.

The results of the analyses, albeit performed @mlified case study and under limiting
assumptions, highlight that the interdependengsifucture systems may play a role for the
safety of a critical plant, and it thus seems abls to include them in the analysis
framework. In fact, they can provide additional gog to the safety of the critical plant
providing inputs necessary for its safe operatioesylts of case b. above), but their
contribution can be reduced by their interconnestias shown in the case d. above. This is

relevant as it can lead to considerations witheespo the decision making related to safety-
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critical issues. One may even imagine considerlmg dptimization of some controllable
characteristics of the system of systems with thgative of increasing the safety of the
critical plant. This could be done by a thoroughalgsis to identify the most important
elements in the system of systems and a cost/beaeéilysis to rationally direct the
investments of efforts and resources for improvthgir structural/functional responses,
within a comprehensive system-of-systems approach.

Note that although the driving case study for thesiration of the framework has considered
a nuclear power plant as the critical plant, otloans be analyzed with their specificities, e.g.,
chemical process and oil & gas plants or refinewbgh can release toxic material, develop
fires and explosions. For example, loss of offpib@ver occurred during operation of a vinyl
chloride monomer plant at Sodegaura, Chiba (Jagiter) a strong earthquake in 1987. In that
occasion, the emergency power generator starteel@escted, but then it was stopped. As a
consequence of the total power failure, the alkmbBulation pump of the absorber stopped

and the hydrochloric acid gas was released leadiegvironmental pollution [28].

Future research work will be devoted to apply tlaenework of analysis presented to diverse
systems of systems, with different specificitiesd & improve it, for example, by introducing
the time needed to recover the safe state of tiieatrplant and considering a multi-state
model for the components of the system of systérhs. new case studies will also allow
evaluating further the Muir Web representation ni@hel what it is capable to do that other

techniques cannot do.
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