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Abstract 

We consider a critical plant exposed to risk from external events. We propose an original 

framework of analysis, which extends the boundaries of the study to the interdependent 

infrastructures which support the plant. For the purpose of clearly illustrating the conceptual 

framework of system-of-systems analysis, we work out a case study of seismic risk for a 

nuclear power plant embedded in the connected power and water distribution, and 

transportation networks which support its operation. The technical details of the systems 

considered (including the nuclear power plant) are highly simplified, in order to preserve the 

purpose of illustrating the conceptual, methodological framework of analysis. Yet, as an 

example of the approaches that can be used to perform the analysis within the proposed 

framework, we consider the Muir Web as system analysis tool to build the system-of-systems 

model and Monte Carlo simulation for the quantitative evaluation of the model. The 

numerical exercise, albeit performed on a simplified case study, serves the purpose of 

showing the opportunity of accounting for the contribution of the interdependent 

infrastructure systems to the safety of a critical plant. This is relevant as it can lead to 

considerations with respect to the decision making related to safety critical-issues. 

 

Keywords: External Events Risk Analysis, System of Systems, Muir Web, Monte Carlo 

Simulation, Seismic Probabilistic Risk Assessment. 
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1. INTRODUCTION 

The focus of this work is to look at the safety of a critical plant challenged by the occurrence 

of an external event, like earthquake, flooding, high wind, fire, lightning, volcanic eruption 

[1]. We assume that properly designed and dimensioned, “internal” emergency devices are 

available to assure safety of the critical plant upon such disturbances, even in the case of 

unavailability of the infrastructure services. However, accidental events in the industrial 

history, e.g., the recent Fukushima disaster [2], show that the post-accident assurance of the 

full or partial safety of a critical plant in the emergency conditions of an external disastrous 

event may also need to resort to exceptional recovery means and actions, which need to be 

supported by the infrastructures connected to the critical plant. In other words, upon the 

occurrence of the destructive event, the surrounding environment may or may not be left in 

the conditions to provide “emergency assistance” to the critical plant. Indeed, considering an 

external event which is spatially distributed, its impact may not affect only the critical plant 

itself but also the areas around it, with possible damages to the interdependent infrastructures 

that may or may not be capable of providing the services needed for keeping or restoring the 

safety of the critical plant.  

With these considerations, we propose to extend the boundaries of the analysis for evaluating 

its safety by adopting a “system-of-systems” framework of analysis [3], [4], [5], [6], [7], [8], 

[9] which includes the interdependent infrastructures connected to the plant, in addition to its 

internal emergency devices, and thus examines also the “resilience” properties offered from 

the overall structure of the system of systems in which the plant is embedded. For the purpose 

of illustrating the concepts underlying the extended framework, as quantitative indicator we 

consider the probability that a critical plant remains or not in a “safe state” upon the 

occurrence of an external event. Safe state is here used to indicate that the plant is in a 

condition that does not cause health and/or environmental damages. 

To provide an example of application of the proposed framework, we consider a case study 

regarding the occurrence of an earthquake (the external event) impacting on a system of 

systems which contains a nuclear power plant (the critical plant) that is provided with the 

needed emergency infrastructure systems. For exemplary purposes, the framework extends 

the analysis to the power and water distribution, and to the transportation networks (the 

interdependent infrastructure systems) that can provide services necessary for keeping or 

restoring the safety of the critical plant. The case study is used only to illustrate the concepts 

behind the framework of analysis under a system-of-systems viewpoint: for this reason, it is 
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fictitious and admittedly highly simplified in the technical aspects (including those of the 

nuclear power plant and its safety systems) and strong, possibly at times not too realistic, 

assumptions are made to keep the focus on the methodological framework. In spite of this, for 

completeness the modeling and numerical evaluation are carried out by resorting to powerful 

methods of system analysis and stochastic simulation: Muir Web [10] and Monte Carlo 

simulation [11], [12], [13]. 

Muir Web is a system analysis technique to model a complex system and the relationships 

among its elements. In the context of ecological human community, in which it has been first 

introduced [10], traditionally only the major interactions are taken into account in the system 

modeling: for example, with reference to the food chain, only the connections between 

predator and prey are usually considered, whereas other relevant and influencing relationships 

exist between organisms, e.g., one species may take cover for another, and other factors 

contribute to the food chain, e.g., abiotic elements like water, sun, soil, rainfall, wind [10]. By 

the representative power of Muir Web, the traditional picture of dependencies is extended 

through a graph where the nodes represent all the system elements (e.g., species and abiotic 

factors in the ecological case) and the edges represent their dependency structure. 

The concept of Muir Web has been recently applied also to infrastructure systems, exploiting 

some similarities which exist between the ecological and the infrastructure networks [14]: 

both are large scale systems with complex interactions and can fail when an external event 

occurs. In the case of infrastructure systems, the nodes of the web are system components, 

e.g., a pump, and other factors which influence the infrastructure state, e.g., a stable soil with 

respect to seismic hazard. 

In the case study worked out in this paper, the assessment is performed in two main steps: 

first, a conceptual map in the form of a Muir Web is built to represent all the dependencies 

and interdependencies among the components of the infrastructure systems connected to the 

nuclear power plant; then, Monte Carlo simulation is applied to compute the probability that 

the nuclear power plant enters in an unsafe state, accounting for the contributions of both the 

internal emergency devices and the connected infrastructures to support the safety of the 

critical plant. An analysis is also made to find how much the interdependencies would affect 

the safety of the nuclear power plant. 

The remainder of the paper is organized as follows. In Section 2, the basic concepts of 

External Event Risk Assessment are introduced, with some specifics of Seismic Probabilistic 

Risk Assessment (SPRA) for positioning the illustrative case study used to exemplify the 

methodology; in Section 3, the Monte Carlo simulation framework for SPRA is described for 
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providing the basic ground of the quantification technique used in the case study; in Section 4, 

the complete assessment of the case study by Muir Web and Monte Carlo simulation is 

presented, and the results discussed; in Section 5, conclusions and reflections are shared and 

future developments are provided. 

2. NATURAL EXTERNAL EVENT RISK ASSESSMENT 

The framework of the analysis considers natural external events as hazard inputs. They can 

include earthquake, flooding, high wind, fire, lightning, volcanic eruption [1]. The common 

characteristics of these hazards are the large-scale impacts on the environment and the 

considerable amount of uncertainty related with their occurrence and their intensity. 

To include them in the safety analysis of a critical plant, the following steps should be 

performed [1]: 

a. Assessment of the frequency of the hazards (i.e., estimation of the frequency of 

exceedance of particular intensities) and analysis of the loads associated; 

b. Analysis of the plant response to the hazards (i.e., fragilities); 

c. Analysis of the impacts of the hazards on the plant. 

To proceed in the analyses, properties and parameters of the hazards should be defined. For 

example, for seismic hazard, parameters like intensity of the earthquake, ground motion and 

frequency content (e.g., response spectrum) should be defined; for flooding, relevant 

parameters include water level of the river/lake, duration of flood and water velocity; for high 

winds, the dynamic loads from gusts and rotation velocities from tornadoes should be given. 

 

In the present paper, the seismic hazard has been taken into account within a framework of 

Seismic Probabilistic Risk Assessment (SPRA) based on three parts [15], [16]: 

a. Seismic Hazard Analysis to compute the probabilities of occurrence of different levels 

of earthquake ground motion at a site of interest. 

b. Seismic Fragility Evaluation to identify the seismic capacity of a component in terms 

of its conditional probability of failure for any given ground motion level. 

c. System Analysis to integrate the outputs of the hazard and fragility analyses for 

evaluating the impacts of the earthquake on the infrastructure of interest. 

 

The first part, which is traditionally developed as Probabilistic Seismic Hazard Analysis 

(PSHA), consists of four procedural steps [15], [16], [17]: 
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1) Identification and characterization of the earthquake source; 

2) Definition of the earthquake recurrence relationship, i.e., the annual frequency of 

occurrence of a given magnitude event for each source, typically described by the 

Gutenberg-Richter law [18] that implies a double-truncated exponential distribution 

for the magnitude1 [21], [22]:  

����� = ��	
���
����
��	
������
����        (1) 

where β represents the relative frequency of smaller to larger events and mmax and mmin 

are the upper and lower bounds of the magnitude, respectively, that avoid the high 

values which are unrealistic and the low values that are negligible. 

3) Formulation of the ground motion attenuation relationship that identifies the ground 

motion value at the site of interest, e.g., the peak ground acceleration, given the 

source-to-site distance and the magnitude. The higher the distance from the source, the 

lower is the ground motion value. The following relationship described by Ambraseys 

[23] has been embraced in this paper: 

������� = �� + ��� + ��� + ���� ∗ �������� + ��� + � !" + �#!$ + �%�& +
�'�( + ����)          (2) 

where m is the magnitude, r is the source-to-site distance, SS and SA represent the types 

of soil (soft, stiff or rock, when both variables are set to zero) and FN, FT and FO 

describe the faulting mechanism (normal, thrust or odd). 

4) Computation of the exceedance probability of ground motion in any time interval by 

an analytical integration for each magnitude, distance and ground motion value.  

 

In the second part of the SPRA, a fragility evaluation is carried out to provide the parameter 

values (i.e., the median acceleration capacity Am and the logarithmic standard deviation due to 

randomness and to uncertainty in the median capacity βr and βu, respectively) for the fragility 

model that assumes this expression [15]: 

*� = Φ +,-./
01
2�3456Φ
7�8�

59 :             (3) 

where f’  is the conditional probability of failure for any given ground motion level z’ and Q is 

the subjective probability of not exceeding a fragility f’ . 

                                                 
1 The magnitude scale typically used is the moment magnitude defined by Kanamori [19]. For medium size 

earthquakes it is similar to the Richter values [20]. 
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In the third part, an evaluation of the consequences of the seismic event to the infrastructure 

under analysis is traditionally performed by the development of event trees and logic models 

for each event tree top event [15]. In this work, we adopt a Muir Web representation and 

Monte Carlo simulation for this evaluation. 

3. MUIR WEB REPRESENTATION AND MONTE CARLO 

SIMULATION FOR SEISMIC PROBABILISTIC RISK 

ASSESSMENT WITHIN A SYSTEM-OF-SYSTEMS FRAMEWORK 

In this Section, the objective of the Muir Web modeling is first illustrated (Section 3.1) and 

the Muir Web representation of a system of systems is then given (Section 3.2). Finally, the 

operative steps of the Monte Carlo (MC) simulation method for Seismic Probabilistic Risk 

Assessment (SPRA) are illustrated (Section 3.3). 

3.1 Muir Web modeling 

The Muir Web is a network representation technique, which allows analysis by graph theory. 

It has been introduced to explicitly represent the structure of dependence of the physical 

elements on factors which influence their functionalities. It is a tool to visualize, capture and 

understand the relations among physical elements and factors of a system, and it organizes the 

knowledge in a comprehensive way through its multi-dimensional structure. It is inspired by 

the view of John Muir, the famous naturalist [24]: “When we try to pick out anything by itself 

we find that it is bound fast by a thousand invisible cords that cannot be broken, to everything 

in the universe”. The original purpose behind the introduction of the Muir Web was to 

recreate the landscape and the wildlife of the city of Mannahatta four hundred years ago to see 

how that place was before it became a city and to reimagine the city’s development taking 

into account the natural cycles and processes [10]. For this aim, the Muir Web can be 

converted into maps by an iterative computer program that works through all the relationships 

and find the right layers in a Geographic Information System [10]. 

In the Muir web representation there is no difference among the types of relations: they are 

depicted by arrows that are directed from an element to another dependent on it. Applying it 

to an engineered system means to consider all the other elements (physical, operational, 

organizational, etc.) which each single element depends on, including, for example, the type 

of soil, the maintenance task, the presence of operators, etc. One main objective of the Muir 
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Web is to visualize all the connections among elements. This gives the basis for performing 

further analysis to characterize the types of relations, the way a failure of an element can 

affect the state of another connected element, the elements with significant influence on the 

system functionality and those with little influence.  

Table 1 states the advantages and limitations of the Muir Web with respect to other 

techniques, i.e., Fault Tree Analysis and Hierarchical modelling.  

In synthesis, the Muir Web seems to offer a flexible and easy way of representation, with the 

possibility of managing a large number of nodes and relationships. In addition, extending the 

analysis to the level of factors (operational, organizational, etc.) that influence the physical 

elements, it shows the capability of crossing disciplinary boundaries in an integrated 

representation; then, it can interface straightforwardly with other modelling tools to generate 

maps representing the spatial localization of the infrastructures, including their 

interdependences and all related characteristics. This flexibility and ease of representation is 

paid by the large amount of information needed to further characterize the model and the need 

of further analyses to associate the logic structure of the system and evaluate it in terms of the 

quantities of interest, which may be costly simulations for large systems.  
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Table 1: Comparison of the Muir Web with Fault Tree Analysis and Hierarchical modelling. 

 Muir Web Fault Tree Analysis Hierarchical modelling 

 Advantages Limitations Advantages Limitations Advantages Limitations 

Qualitative 
analysis 

Representing the invisible: in 
addition to the physical elements, 
the representation includes the 
factors (operational, 
organizational, etc.) which the 
physical elements depend on. The 
associated knowledge is organized 
in a comprehensive way through a 
multi-dimensional structure. 

A large amount of 
information and 
competences of different 
disciplinary fields are 
needed to build the 
representation. 

The physical elements are 
represented in a well-defined 
structure, according to the 
logic of the system, that leads 
to the identification of the 
Minimal Cut Sets. 

Additional factors 
(operational, organizational, 
etc.) are not included. 
The exhaustive identification 
and manipulation of the 
Minimal Cut Sets can be 
difficult for large systems. 

The system is broken up 
according to its parts and it 
is analyzed at different 
levels of detail. 

Additional factors 
(operational, organizational, 
etc.) are not included. 

Easy to build the network 
answering the question “why” to 
identify the depending elements. 

  Difficult to build the fault 
tree, in particular in the case 
of large number of 
components and complicated 
logic, dependencies, etc. 

Easy to build the hierarchy, 
identifying the parts of the 
system with increasing level 
of detail. 

 

Extendable/Flexible: the addition 
of a new component is possible 
without changing all the structure. 

A further analysis is needed 
to identify the logic 
structure of the system. 

The structured representation 
allows a rigorous and 
transparent analysis. 

The addition of a new 
component can change the 
structure. 

Analyzing the system at 
different levels of detail 
allows a good understanding 
of the system structure. 

The addition of a new 
component can change the 
hierarchy. 

The representation clearly 
illustrates the dependencies 
among the components: arrows 
are directed from one element to 
another dependent on it. In 
addition, there is the possibility of 
including the strength of the 
relationship2. 

 The representation is clear 
and allows understanding 
which combinations of 
components cause the failure 
of the top event. The 
modelization is 
straightforward via few, 
simple, logic operators. 

The Boolean-logic based 
approach does not allow 
considering the strength of 
the relationships. 

The representation is clear 
and allows understanding the 
composition of the system at 
different levels of detail. 

The representation does not 
show the relationships 
among the components at 
each level of the hierarchy 
and a further analysis is 
needed for that. 

Possibility to be converted into 
maps, resorting to the support of 
Geographic Information Systems. 

     

Quantitative 
analysis 

Simulation: propagation of 
failures in the network. 

High computational cost of 
simulation for large 
systems. 

Numerical calculation of the 
probability of occurrence of 
the top event by transforming 
the logical structure into an 
equivalent probability form. 

Difficulty in treating the 
dynamics of failures. 

Simulation: propagation of 
failures bottom-up through 
the hierarchy. 

High computational cost of 
simulation for large 
systems. 

                                                 
2 The strength of the relationship has not been included in the present paper but it has been considered in Sanderson [10], characterizing the relationships by modifiers like “especially” or 

“often”. 
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3.2 Muir Web representation of a system of systems 

For a general representation of the system of systems based on the Muir Web framework 

(Figure 1), let us consider a plant ; that is critical from the safety viewpoint, i.e., if it is not 

provided with the necessary service inputs it can reach a condition which causes health and 

environmental damages. The state of the critical plant ; is the state of its critical element, <. 

Connections exist to 	>? interdependent systems !@, A = 1,… ,>?, numbered in order in such a 

way that the first E are those inside the plant and the last >? − E belong to systems outside the 

plant. The systems internal to the plant !@, A = 1,… , E, are designed to provide inherent safety, 

i.e., the input services required to keep < in a safe state. Each system is composed by >G, 
A = 1, … ,>?, components and the overall system of systems is therefore formed by > =
>@H + >IJK components, where >@H = ∑ >GM@N�  and >IJK = ∑ >G&O@NM4� . For the sake of clarity 

of the representation, we distinguish the intra-system and inter-systems links, i.e., the links 

among components of the same system and of different systems, respectively, into two types 

here called “direct dependency” and “support dependency” on the basis of their physical 

meaning: for the first type, when a component fails, its direct neighbors also fail; for the 

second one, when a component fails, it does not cause the failure of its neighbors because it 

assumes the role of “support”, i.e., it is useful to the neighbors when these fail for other 

reasons. In addition, the links between the interconnected infrastructure systems and the 

critical plant have been considered. They represent unidirectional dependency, but if a 

connected system fails, it does not mean that the critical plant fails too; identification, 

specification and joint analysis of all these dependencies have to be performed to determine 

their effect on the critical plant, as explained in Section 3.3. The Muir Web of Figure 1 shows 

an example in which the element < (star) of the critical plant ; (dotted-rectangular shape) is 

connected to four interdependent systems !@, A = 1,… , 4 with >G7 = 5, >GR = 6, >GT = 7 and 

>GV = 3 components. The systems !� and !� are inside the plant and the systems !� and !� 

are outside. The direct dependencies are represented by solid lines, the support ones by 

dashed lines and the connections to the critical plant by bold lines. 
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Figure 1: Muir Web representation of a system of systems made of a critical plant, H (dotted-rectangular shape) 

whose safety is identified in the state of its critical element E, and four interdependent systems !@, A = 1,… , 4, 

whose elements (represented by circles, squares, rhombs and hexagons, respectively) are connected by direct 

dependencies (solid lines) and support dependencies (dashed lines). The systems !� and !� are inside the critical 

plant, whereas the systems !� and !� are outside. The links to the critical element E (star) of the critical plant 

are the bold lines. 

3.3 Monte Carlo simulation for Seismic Probabilistic Risk Assessment within a 

system-of-systems framework 

Within the system-of-systems analysis framework here purported, we wish to evaluate the 

safety of the critical plant ; exposed to the risk from earthquakes occurrence, accounting not 

only for the direct effects of the earthquake on ;, in particular on the internal interconnected 

systems !@, A = 1,… , E, inside ;, but also for the structural and functional responses of the 

>G, A = E + 1,… ,>?, components and their impacts on the systems !@, A = E + 1, … , >?, and 

eventually on the critical plant ; through the interconnected web of the underlying 

dependency structure. To do this, we adopt the Muir Web representation of the system of 

systems and Monte Carlo (MC) simulation for the quantitative SPRA evaluation [25]. The 

simulation procedure consists of the following operative steps: 

1. sample a magnitude value from the double truncated exponential distribution by 

equation 1; 

2. compute the ground motion value at each of the >G, A = 1,… ,>?, components of the 

systems !@, A = 1,… ,>?, by equation 2; 

3. compute the fragility, *, for all the components >G, A = 1,… ,>?, of the systems !@, 
A = 1, … ,>?, by equation 3; * is a vector of > values corresponding to the > 

components of the system; 
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4. sample a matrix XYZ,[\, ] = 1, … , >(, ^ = 1,… ,>, where >( is the number of 

simulations, of uniform random numbers in [0,1); 

5. determine the fault state matrix X�Z,[\, ] = 1,… ,>(, ^ = 1, … , >, by comparing the 

fragility, *, with the matrix XYZ,[\, ] = 1,… ,>(, ^ = 1,… ,>: if *[ < YZ,[ , �Z,[ = 1; 

otherwise �Z,[ = 0 for ] = 1,… , >( and ̂ = 1,… ,>. When X�Z,[\ assumes value 1, 

the k-th component is affected by the earthquake, i.e., it enters a faulty state; 

otherwise, it survives. Each row of the matrix � represents the states of the > system 

components; 

6. determine the state of the critical plant ;, considering: 

a. the impact of the earthquake on ;, i.e., taking into account the interconnected 

systems !@,	A = 1,… , E, inside the plant.  

b. the impact of the earthquake both on ;, i.e., taking into account the 

interconnected systems !@,	A = 1,… , E, inside the plant, and on the 

interconnected systems !@,	A = E + 1,… ,>?, outside the plant.  

The state of ; is identified by the analysis of the states of the >@H components of the 

systems !@, A = 1,… , E, for the case a., and of the > components of the systems !@, 
A = 1,… ,>?, for the case b., together with the analysis of the dependence of ; from 

the services provided by the systems, as represented in the Muir Web model. The 

structure of dependence represented in the Muir Web drives the identification of the 

functional logic relations among the components within each system (intra-system 

links) and among different systems (inter-system links). Knowledge of these relations 

allows identifying the state of the critical plant ; on the basis of the states of the 

components of its connected systems and their logic links: trivially, if two components 

of a system are connected in series (Figure 2, left), they should be both in an 

operational state to guarantee its functioning; on the contrary, if they are connected in 

parallel (Figure 2, right), at least one of them should work.  

  

Figure 2: Example of series (left) and parallel (right) configurations between two components. 
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The state of ; is evaluated through the analysis of the logic connections between the 

components, as explained above, for each row of the matrix X�Z,[\, i.e., for all the ̂  

states determined at step 5, where ^ = 1,… ,>@H and ̂ = 1,… ,> for the case a. and b. 

above, respectively, and for all the simulations ], ] = 1,… ,>(. A vector XℎZ\, ] =
1, … , >(, is then recorded, whose element assumes value 1 when the critical plant ; is 

in an unsafe state and 0 otherwise; 

7. estimate the probability of the critical plant ; of being unsafe by computing the 

sample average of the values of the vector XℎZ\, ] = 1,… ,>(. 

 

The procedure above is repeated a large number of times for different values of earthquake 

magnitude.  

Note that the components are considered with binary states: fully operative or completely 

damaged and also the critical plant can assume only two states: fully operative or totally 

failed. This approximation is not realistic and leads to pessimistic results: multi-state 

modeling may be considered for a more realistic description, where different degrees of 

damage are contemplated. 

 

This framework of analysis should also allow considering the duration of the recovery actions 

to restore the safe state of the critical plant. This aspect is not here examined, but it is intended 

to be the objective of future work. 

4. CASE STUDY 

We consider the analysis of the safe state of a nuclear power plant (the critical plant), 

provided with proper internal emergency devices, in response to an earthquake (the external 

event). The nuclear power plant is considered in a safe condition if it does not cause health 

and environmental damages, i.e., if it does not release radioactive material to the environment; 

to maintain this state it must be provided with electrical and water inputs to absorb the heat 

that it generates. The boundaries of the analysis extend to the responses of the external 

interconnected systems that provide inputs necessary to keep or restore the plant in the safe 

state. In Section 4.1, the description of the specific system studied is given under a number of 

assumptions aimed at simplifying the problem to the level needed to convey the key aspects 

of the conceptual system-of-systems framework, while maintaining generality. 
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When an earthquake occurs, the critical plant may not receive the input necessary to be kept 

in, or restored to, a safe state due to the direct impact on its internal emergency devices (safety 

systems) and to the damages to the external interconnected infrastructures. In general, two 

quantities can be of interest with regard to the loss of functionality of the various components 

of the system of systems embedding the critical plant, upon the occurrence of a damaging 

external event: 

- the probability that the critical plant remains in a safe condition given the possible 

failure configuration of the components; 

- the recovery time of the safe state of the critical plant, i.e., the duration of the recovery 

actions needed to bring the components back to the level of functionality required to 

restore the safe condition of the plant. 

We limit the analysis to the first quantity, leaving the computation of the second one for 

future work, and in Section 4.2 we provide the results of the evaluation, accompanied by 

some critical considerations. 

4.1 Description of the physical system and its view as a system of systems 

The system under analysis is composed by a critical plant, i.e., a nuclear power plant, ;, and 

five interconnected infrastructure systems, !@, A = 1,… , 5, that provide services that can serve 

keeping the safe state of the nuclear power plant. The systems !� and !� are inside the nuclear 

power plant, whereas the systems !�, !� and !� are outside. The external systems are the 

power system, !�, that provides electrical energy, the water system, !�, that provides coolant 

useful for absorbing the heat generated in the nuclear power plant, and the road network, !�, 

that is important for the transport of material and plant operators. The internal systems, !� and 

!�, are the power and water systems, respectively, that represent the emergency systems of the 

plant which needs to obviate at the absence of input from the main systems.  

In Figure 3, the physical representation of the system is reported referring to a Cartesian plan 

(x, y) with origin in a river. The nuclear reactor is the element of the nuclear power plant that 

must be provided with the necessary inputs to assure the safe state of the entire plant. Table 2 

reports the fragility parameters Am, βr and βu, adopted in this analysis, for illustration 

purposes. The values for the pump and the pipe components have been taken from [26] and 

[27], respectively, whereas the others fragility parameters have been assumed arbitrarily by 

the authors to perform the study with different values. Given the large scale system under 

analysis, two types of soil are considered, rock and soft soil. Figure 4 represents the spatial 
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localization of the system shown in Figure 3 with reference to the reciprocal position of all 

the components (Figure 4, left) and to the position of the system, with respect to three 

earthquake’s epicenters, A, B, C (Figure 4, right). The distances on the axes are expressed in 

kilometers. 

 

Figure 3: Physical representation of the system. GS: Generation Station, S: Substation, Po: Pole, Pi: Pipe, Pu: 

Pump, DG: Diesel Generator, R: Road access. 

 

Table 2: Fragility parameters used in the present work. 

 
A

m
 β

r
 β

u
 

Generation station 0.7 0.3 0.1 
Substation 0.9 0.4 0.3 
Power Pole 0.8 0.2 0.2 
Diesel Generator 0.7 0.4 0.2 
Pipe 1.88 0.43 0.48 
Pump 0.2 0.2 0.3 
Pool 0.2 0.1 0.1 
Road 0.3 0.3 0.2 
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Figure 4: Left: spatial localization of the nuclear reactor (star), which identifies the nuclear power plant, with 

respect to the components of the electric power system (circle, from top to bottom: Generation Station, 

Substation, Pole 1, Pole 2), water system (square, from left to right: River, Pipe 1, Pump 1, Pipe 2) and road 

transportation (triangle, from top to bottom and from left to right: R7, R6, R5, R4, R3, R2, R1). Right: spatial 

localization of the system of systems with respect to three earthquake’s epicenters A(40, 40), B(70, 70), C(100, 

100). The horizontal bold line in both Figures represents the division between soft soil (above the line) and rock 

(below the line). 

 

In Figure 5, the system-of-systems representation is given by the Muir Web showing the 

physical components of the infrastructure systems and factors which they depend on. In this 

representation the connections among the elements are depicted without expliciting the types 

of dependencies introduced in Section 3.2 which are illustrated in Figure 6. 

The external water distribution system (Figure 5, left) is formed by a source of water (e.g., a 

river), a pump and pipes that carry the water. The failure probability of these elements when 

subjected to earthquake shocks depends on the type of soil, the design and materials of 

construction, and the maintenance. Operators are in charge of the maintenance of the 

structural elements and mechanical components. 

The external power distribution system (Figure 5, center) is composed by the following 

elements: a generation station that produces the electrical energy, a substation that transforms 

the voltage from high to low, power lines and poles to support them, the type of soil on which 

the infrastructures rest, and the operators that run the generation station and provide the 

maintenance for all its elements and components.  
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The components of the emergency water and power distribution systems inside the plant are 

shown in Figure 5 on the right. The first system is composed by the same elements of the 

correspondent external system except for the source of water that is an artificial reservoir (e.g. 

a tank or pool), whereas the power system includes only the emergency diesel generators.  

The elements considered for the transportation system are the roads (Figure 5, top). The state 

of this system is important for access of the materials and operators needed to keep or restore 

the functionality of the components required for the safe state of the critical plant. 

Actually, in view of the methodological character of this work, for the sake of simplicity, the 

influence of the design construction and materials, the supply of fuel and materials for plant 

operation, and the maintenance tasks are not included in the analysis. Failure of the power 

lines, being aerial elements and therefore being not directly affected by an earthquake, is also 

not considered. Finally, the assumption is made that the river is not perturbed by the 

earthquake, so that it is a source of water always available. 

 

Figure 5: Muir Web of the system of systems: the elements in the dashed box are not considered in the present 

study. 

 

In Figure 5, the inter-system dependencies are modeled as links connecting components of 

the five systems, !@, A = 1,… ,5; these connections are of the same nature as those linking 

components of the individual systems (intra-systems dependencies). An example of these 
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connections concerns the water system that depends on the power system as the pump needs 

electrical energy to work. This component receives the electrical energy from the external 

power distribution network; on the contrary, it is assumed that the pump inside the nuclear 

power plant can obtain energy from both the external and internal power systems. 

The road transport network allows access to the components of the power and water systems 

for transporting material (e.g., fuel) and/or operators for operation and/or maintenance. 

 

A representation of the Muir Web illustrating the different types of dependencies introduced 

in Section 3.2 is shown in Figure 6. The nodes are the components (e.g., generation station, 

pole, pump…) and the links are the dependencies among them. Note that, differently from 

Figure 5, the pole Po2 of the external power system is directly connected to the pumps of the 

external and internal water systems and to the nuclear reactor because the power lines are not 

considered in this work and the closest element to carry the power to the pumps and to the 

nuclear reactor is that pole. The transport system, !�, is composed by seven road access points 

to the components of the power and water systems. One access is provided for the 

components outside the nuclear power plant, whereas two accesses are provided for the 

elements inside. In particular, the components of the external power system are considered to 

have a different road access because they are far from each other (the minimum distance is 

300 m between the generation station and the substation, Figure 4 left), the components of the 

external water system have the same road access, R3, because they are located close to each 

other (the total distance from the river to the nuclear power plant is 200 m, Figure 4 left) and 

the components of the power and water systems inside the nuclear power plant have the same 

two road accesses, R1 and R2, since they are contained in the same building. Note that, in the 

present study, the road plays the role of “reserve component”, since we assume that elements 

that fail can be immediately repaired/replaced if the access to it through the road system does 

not fail (recovery times are not considered).  

Analyzing the dependency links, it can be noticed that: 

- “Direct dependencies” (solid lines) exist for the components of systems !�, !�, !� and 

between the components Po2 – Pu1, Po2 – Pu2, DG – Pu2 and R7 – GS. These links 

describe the fact that if a component fails, the connected component fails too because 

it cannot fulfill anymore its function. For example, in the system !�, if the pump Pu1 

fails, it cannot pump the water and the pipe Pi2 cannot carry it.  
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- “Support dependencies” (dashed lines) exist for the road accesses R1, R2, R3, R4, R5, 

R6 and their corresponding components, since they are useful for transporting 

operators when maintenance or repair of a component is needed. Therefore, they are a 

support for those components. 

- “Connections to the nuclear reactor” (bold lines) link the components of the systems 

!� !�, !�, !� to the nuclear reactor. 

 

Figure 6: Representation of the physical components of the Muir Web of Figure 5, highlighting the different 

types of dependencies. The interconnected systems Si, i=1,…,5, can provide services relevant to the safe state of 

the nuclear power plant (NPP). The links represent the direct dependencies (solid lines), the support 

dependencies (dashed lines) and the dependencies of the nuclear reactor (star) on its interconnected systems 

(bold lines). GS: Generation Station, S: Substation, Po: Pole, Pi: Pipe, Pu: Pump, DG: Diesel Generator, R: 

Road access, S1: internal power system, S2: internal water system, S3: external power system, S4: external water 

system, S5: Road transportation. 

 

From the Muir Web and the knowledge of the functionality of the components of the system 

of systems, it is possible to identify the logic relations among them. For example, in the 

system !�, there is a flow of energy that starts from the generation station where it is 

produced, passes into the substation where it is converted into a low voltage and reaches the 

final destinations, i.e., the nuclear reactor and the water systems !� and !�, through the poles 

1 and 2. All these components are connected in series (Figure 7) because if one of them fails, 

the entire system !� fails, i.e., it cannot fulfill anymore its function of providing energy. With 

the same reasoning, it can be evidenced that the components within the systems !� and !�, are 
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connected in series too. Instead, the components of the system !� are independent and the 

system !� contains only one element. 

 

Figure 7: Logic connections between the components of the external power system, S3. GS: Generation Station, 

S: Substation, Po: Pole 

Given the assumption of instantaneous recovery of a component if the road access to it is 

available, we can consider the road access like a “reserve component” in parallel with the 

corresponding element to which it provide access. In Figure 8, the logic connections between 

the systems !� – !� are provided. Note that the road R7 plays a double role in the external 

energy subsystem: it provides the generation station with access for 1) maintenance and repair 

(as the other road accesses R1, R2, R3, R4, R5, R6) and 2) operators and materials necessary 

to its operation. Therefore, the damage to this road access can cause the stop of the generation 

station and, as a consequence, the failure of the external power system !�. For this reason, the 

road R7 is in series with the system !� and in parallel with the generation station GS. 

 

Figure 8: Logic connections between the components of the external power system, S3, and those of the road 

transportation, S5. GS: Generation Station, S: Substation, Po: Pole, R: Road access. 

Figure 9 reports the logic relations between the systems !� – !� (on the left), !� – !� (in the 

middle) and !� – !� (on the right). 

 

Figure 9: Logic connections between the components of the external water system, S4, internal water system, S2, 

internal power system, S1, and those of the road transportation, S5. GS: Generation Station, S: Substation, Po: 

Pole, Pi: Pipe, Pu: Pump, DG: Diesel Generator, R: Road access. 
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The power and water systems are connected in series as the pump in the water system needs 

energy to work. In particular, the external power system, !�, is in series with the internal and 

external water systems,	!� and !�, respectively, and the internal power system, !�, is in series 

with the internal water system, !�, as shown in Figure 10.  

 

Figure 10: Logic connections between the power and water systems. S1: internal power system, S2: internal 

water system, S3: external power system, S4: external water system. 

Figure 11 integrates the logic relations among the systems !@, A = 1,… ,5, to maintain the safe 

state of the nuclear power plant.  

 

Figure 11: Logic connections between the interconnected systems Si, i=1,…,5, to the nuclear power plant (NPP). 

S1: internal power system, S2: internal water system, S3: external power system, S4: external water system, S5: 

road transportation. 

4.2 Results and limitations 

Figure 12 shows the results of the Monte Carlo simulation for Seismic Probabilistic Risk 

Assessment carried out with the operative procedure illustrated in Section 3.3 applied to the 

case study described above, regarding the system of systems represented by the Muir Web of 

Section 3.2. For each magnitude level sampled from a truncated exponential probability 

distribution (1) with lower threshold �b@H = 5 and upper bound �bcd = 7, the estimate of 

the probability of the nuclear power plant (NPP) to reach an unsafe condition, is computed. 

The number of magnitude values sampled is 1000 and the number of simulations (>() of the 

components configuration for each value of magnitude is 5000. 
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Figure 12: Estimate of the probability that the nuclear power plant reaches an unsafe state after an earthquake 

of a given magnitude on the basis of different source-to-site distances. With reference to the map of Figure 4, the 

coordinates of the earthquake’s epicenters considered are A(40, 40), B(70, 70), C(100, 100), expressed in 

kilometers.  

 

The analysis is carried out for the three earthquake’s epicenters, A, B, C, shown in Figure 4. 

As expected, the higher the distance, the lower is the probability that the safety of the nuclear 

power plant cannot be assured. 

 

Figure 13 shows the comparison between the probabilities that the nuclear power plant turns 

into an unsafe condition after the occurrence of an earthquake, considering it both as an 

isolated plant provided with its emergency devices (case of independence) and as embedded 

in the system of systems of the supporting infrastructures (case of dependence).  
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Figure 13: Comparison between the results of the MC simulation in the case of dependence (solid line) of the 

nuclear power plant on the connected infrastructure systems, and in the case of independence (dashed line). The 

analysis is carried out for three earthquake’s epicenters: A(40, 40) on the top, B(70, 70) on the left and C(100, 

100) on the right. 

It can be seen that, with the given assumptions and data: 

– the probabilities to reach an unsafe state computed in case of dependence are slightly 

lower than those computed in case of independence. This result shows that in principle 

the infrastructures in the surrounding of the critical plant can contribute to its 

resilience, offering additional possibilities for maintaining (or restoring) a safe 

condition; 

– the larger difference between the probabilities computed in the case of dependence 

and independence results for low magnitude values when the source-to-site distance is 

small, e.g., for magnitudes lower than 5.8 in the case A(40, 40) (Figure 13, top), and 

for high magnitudes when the source-to-site distance increases, e.g., for magnitudes 

between 5.8 and 6.5 in the case B(70, 70), and for magnitudes higher than 6.2 in the 
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case C(100, 100) (Figure 13 left and right, respectively). This is expected and can be 

explained as follows. In case of small source-to-site distance, the higher the magnitude 

the higher are the impacts on all the systems, so it is probable that also the 

interdependent systems are damaged and they cannot be used as an additional support 

to maintain (or restore) the nuclear power plant in a safe state; when, instead, the 

magnitude is small not all the components are affected by the earthquake and the 

interdependent systems could be useful as an additional support for the safety of the 

critical plant. In the case of high source-to-site distance, the larger difference between 

the probabilities computed in the case of dependence and independence is for high 

magnitudes because the lower values do not have impacts on the system components. 
 

Figure 14, on the right, shows the comparison between the probabilities that the nuclear 

power plant turns into an unsafe state after the occurrence of an earthquake whose epicenter is 

in B(70, 70) considering the case of dependence (solid line) presented in Figure 13 (left) and 

considering each individual infrastructure system as isolated (dashed line), as depicted in the 

Muir Web of Figure 14, on the left, where all the inter-system links have been removed. This 

analysis allows highlighting to what extent interdependencies among the infrastructure 

systems affect the safety of the plant inserting “extra” vulnerabilities to the system of systems. 

 

Figure 14: Left: Muir Web of the system of systems of Figure 6 without the inter-system links. Solid lines: direct 

dependencies, bold lines: connection to the nuclear reactor. GS: Generation Station, S: Substation, Po: Pole, Pi: 

Pipe, Pu: Pump, DG: Diesel Generator, R: Road access, S1: internal power system, S2: internal water system, 

S3: external power system, S4: external water system, S5: Road transportation. Right: Comparison between the 

results of the MC simulation in the case of dependence (solid line) of the nuclear power plant on the connected 

infrastructure systems and in the case of isolated power, water and road transportation infrastructure systems 

(dashed line) as shown in the scheme on the left. The analysis is carried out for the earthquake’s epicenter B(70, 

70). 
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The result shows an increase in the probability of unsafe state of the nuclear power plant: this 

is due to the assumption of instantaneous recovery of the components (Section 4.1) that 

implies that if a road access is available, the corresponding component is immediately 

considered operational. Therefore, under this limiting assumption, the connections between 

the road system and the other systems increase the safety of the nuclear power plant. On the 

contrary in the realistic situation, this would not be the case. To show this, we have performed 

another simulation, considering the road accesses as a part of the systems to which they 

provide access as shown in Figure 15, left. The results obtained are reported in Figure 15, 

right. The solid line represents the case of dependence as in Figure 13 (left) and 14 (right) and 

the dashed line the case of isolated water and power systems, considering the road accesses as 

part of these systems, as explained above. It can be seen that in the first case the probability 

values are higher than in the second one, the reduction of safety of the nuclear power plant 

being due to the interdependences between the water and power systems.  

 

Figure 15: Left: Muir Web of the system of systems of Figure 6 including the road accesses in the corresponding 

systems to which they provide the access and removing the dependencies between the power and water systems. 

Solid lines: direct dependencies, dashed lines: support dependencies, bold lines: connection to the nuclear 

reactor. GS: Generation Station, S: Substation, Po: Pole, Pi: Pipe, Pu: Pump, DG: Diesel Generator, R: Road 

access, S1: internal power system, S2: internal water system, S3: external power system, S4: external water 

system, S5: Road transportation system. Right: Comparison between the results of the MC simulation in the case 

of dependence (solid line) of the nuclear power plant on the connected infrastructure systems and in the case of 

isolated power and water systems (dashed line) as shown in the scheme on the left. The analysis is carried out 

for the earthquake’s epicenter B(70, 70). 

Some limitations of the case study are pointed out in the following. For example, one 

concerns the assumption of immediate recovery of an element when it fails. Obviously, in 

practice, it takes time to bring back a component. In this sense, a time recovery distribution 
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should be considered to perform a more realistic analysis. Similarly, in specific cases the 

duration of emergency service supply should be included in the analysis to provide a proper 

time-dependent picture of the conditions of the critical plant. Also, some potentially influent 

factors identified in the Muir Web representation have been neglected in order to simplify the 

quantitative analysis, like the design construction and materials, the maintenance task, etc. 

Furthermore, as mentioned earlier, a multi-state model should be considered to describe 

partial failures at the components levels and partial safety at the critical plant level. Finally, as 

in all risk analyses, uncertainties are present and need to be taken into account. In the specific 

case study, uncertainty is present in the inputs to the Probabilistic Seismic Hazard Analysis 

that are based on geological, seismological and geophysical data subjected to expert 

interpretations, but also in the parameters of the component fragility models. These and other 

uncertainties may have a considerable role in the result, and the decisions associated to it.  

In order to develop the case study into a more realistic one, it is necessary to relax some of the 

assumptions introduced but this will lead to increased analysis and computational costs due to 

1) the collection of data needed to evaluate additional factors neglected in the present work 

and 2) the calculation for evaluating the quantities of interest from a multi-state model with 

associated uncertainty. 

5. CONCLUSIONS 

We have presented a system-of-systems framework of analysis of the risk of a critical plant 

from external events, to account for the influence of the interdependent infrastructures in 

which the plant is embedded.   

For illustrating the conceptual framework of the analysis, we have made reference to an 

earthquake as the external event, a nuclear power plant as the critical plant and the power and 

water distribution, and transportation networks as the interdependent infrastructure systems. 

We admittedly simplified many technical details of the systems considered and made 

opportunistic assumptions for the purpose of preserving the focus on the conceptual, 

methodological framework of analysis.  

We provided a numerical example by resorting to the Muir Web as system analysis tool to 

build the system-of-systems model and Monte Carlo simulation for the quantitative evaluation 

of the model. 

In particular, the following analyses have been carried out: 
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a. a comparison between the probabilities that the nuclear power plant reaches an unsafe 

state after an earthquake of a given magnitude, depending on different site-to-source 

distances: as expected, the higher the distance, the lower is the probability to get to an 

unsafe state; 

b. a comparison of the previous probabilities (a.), obtained in the case of dependence of 

the nuclear power plant on the interconnected infrastructure systems, with those 

obtained in the case of independence, i.e., considering the nuclear power plant as an 

isolated system provided only by its internal emergency devices: the results show that 

the probability to reach an unsafe state is higher in this latter case and, in particular, 

the “resilience” contribution of the interdependent systems to the safety of the nuclear 

power plant is significant for low magnitudes when the source-to-site distance is 

small, and for high magnitudes when the source-to-site distance is big; 

c. a comparison of the previous probability (a.) for one earthquake epicenter, obtained in 

the case of dependence of the nuclear power plant on the interconnected infrastructure 

systems, with that obtained in the case of isolated infrastructure systems, i.e., 

removing all the inter-system links and considering all the infrastructure systems as 

isolated: the results show that the probability to reach an unsafe state is higher in this 

latter case, due to the particular “redundancy” role of the road accesses under the 

assumption of immediate recovery of the components; 

d. the same comparison as in c., but considering, for the isolated case, the dependence 

between the road accesses and the corresponding components and maintaining the 

independence among the other systems: the results show that in this case the 

probability to reach an unsafe state is lower; this means that the inter-system links 

among the power and water systems increase the probability of failure of the system of 

systems and, thus, of the nuclear power plant being in an unsafe state. 

 

The results of the analyses, albeit performed on a simplified case study and under limiting 

assumptions, highlight that the interdependent infrastructure systems may play a role for the 

safety of a critical plant, and it thus seems advisable to include them in the analysis 

framework. In fact, they can provide additional support to the safety of the critical plant 

providing inputs necessary for its safe operation (results of case b. above), but their 

contribution can be reduced by their interconnections as shown in the case d. above. This is 

relevant as it can lead to considerations with respect to the decision making related to safety-
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critical issues. One may even imagine considering the optimization of some controllable 

characteristics of the system of systems with the objective of increasing the safety of the 

critical plant. This could be done by a thorough analysis to identify the most important 

elements in the system of systems and a cost/benefit analysis to rationally direct the 

investments of efforts and resources for improving their structural/functional responses, 

within a comprehensive system-of-systems approach.  

Note that although the driving case study for the illustration of the framework has considered 

a nuclear power plant as the critical plant, others can be analyzed with their specificities, e.g., 

chemical process and oil & gas plants or refineries which can release toxic material, develop 

fires and explosions. For example, loss of offsite power occurred during operation of a vinyl 

chloride monomer plant at Sodegaura, Chiba (Japan) after a strong earthquake in 1987. In that 

occasion, the emergency power generator started, as expected, but then it was stopped. As a 

consequence of the total power failure, the alkali circulation pump of the absorber stopped 

and the hydrochloric acid gas was released leading to environmental pollution [28].  

 

Future research work will be devoted to apply the framework of analysis presented to diverse 

systems of systems, with different specificities, and to improve it, for example, by introducing 

the time needed to recover the safe state of the critical plant and considering a multi-state 

model for the components of the system of systems. The new case studies will also allow 

evaluating further the Muir Web representation model and what it is capable to do that other 

techniques cannot do. 
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