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Relay Selection Schemes for Dual-Hop Networks
under Security Constraints with Multiple
Eavesdroppers

Vo Nguyen Quoc BaoMember, IEEE, Nguyen Linh-Trung.Senior Member, IEEE, and Merouane Debbatgenior
Member, |EEE

Abstract—In this paper, we study opportunistic relay selection Dong et al. investigated repetition-based decode-and-forward
in cooperative networks with secrecy constraints, where a numble (DF) cooperative protocols and considered the design enobl
of eavesdropper nodes may overhear the source message. Toyt yransmit power minimization in [5]. Relay selection and

deal with this problem, we consider three opportunistic relay tive b f . d f hvsical |
selection schemes. The first scheme tries to reduce the overhdar COOPEralive beamiorming were proposed 1or physical layer

information at the eavesdroppers by choosing the relay having Se€curity in [14]. For the same system model, destination
the lowest instantaneous signal-to-noise ratio (SNR) to them. The assisted jamming was considered in [15], showing an in-
second scheme is conventional selection relaying that seeks therease of the system achievable secrecy rate with the total
relay having the highest SNR to the destination. In the third ; p— ; .
scheme, we consider the ratio between the SNR of a relay and the.transmlFt.powe;.budgtet. Ill’lvestlgatlng. zhys;czl Igyir;msrgcur
maximum among the corresponding SNRs to the eavesdroppers, !n cognitive radio networks was carrie Ou, y . a_ T
and then select the optimal one to forward the signal to the in [16] where a secondary user sends confidential informatio
destination. The system performance in terms of probability of to a secondary receiver on the same frequency band of a
non-zero achievable secrecy rate, secrecy outage probability dn primary user in the presence of an eavesdropper receiver. Fo
achievable secrecy rate of the three schemes are analyzed an mplify-and-forward (AF) relaying, the secure performanc
confirmed by Monte Carlo simulations. ; >
_ _ _ _ _ based on channel state information (CSl) of the two hops, of
Index Terms—Rayleigh fading, security constraints, achievable djfferent relay selection schemes was investigated in. [E@i}
selcre(_:y rate, secrecy outage probability, Shannon capacity,l& 4 hogonal frequency division multiplexing (OFDM) netwker
tion. . .
selection using DF, a close-form expression of the secrecy rate was
derived in [18]. In a large system of collaborating relay esd
I. INTRODUCTION the problem of secrecy requirements with a few active relays

Cooperative communication has been considered as ond'@f investigated in [19], aimed at reducing the commuroaai
the most interesting paradigms in future wireless netwdlgs and synchronization needs by using the model of a knapsack
encouraging single-antenna equipped nodes to coopéyati\)%mb'em-_TO S|mult_aneously improve the secure performance
share their antennas, spatial diversity can be achievetlein nd quality of service (QoS) of mobile cooperative netwprks
fashion of multi-input multi-output (MIMO) systems [1], ]2 &0 optimal secure relay selection was proposed in [20] by
Recently, this cooperative concept has increased inténestoVerlooking the changing property for the wireless chaginel
the research community as a mean to ensure secrecy FECtS of cooperative jamming and noise forwarding were
wireless systems [3]-[8]. The basic idea is that the systetfydied in [21] to improve the achievable secrecy rates of a
achievable secrecy rate can be significantly improved wigh tGaussian wiretap channel. In [22], Krikides al. proposed a
help of relays considering the spatial diversity charasties NEeW relay selection scheme to improve the Shannon capacity
of cooperative relaying. pf confldenthl Ilqks by using a jamming technique. Then,

While relay selection schemes have been intensively studifd23]: by taking into account of the relay-eavesdroppeksi
(see, e.g., [9]-[13] and references therein), there has lige N the relay selection metric, they also introduced an effici

research to date that focuses on relay selection with ggcul@ 10 select the best relay and its performance in terms of

purposes and related performance evaluation. In partjculS€Crecy outage probability. o
In the last paper above, the performance study is limited
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the assumption of perfect CSI. In practice, this correspond

M eavesdroppers to, for example, the scenario where eavesdroppers are other
,D active users of the network with time division multiple asse
Source K trusty relays X [ (TDI\_/IA) channelizatio_n. As a re_sult, both centrali_zed and
O~ 7 ,D ] distributed relay selection mechanisms are both appkcddur
SO A Y )i /// the centralized mechanism, a central base station is dedica
N O 7 /// - g to collect the necessary CSI and then select the best reday. F
* ] - the distributed mechanism, the best relay is selected ai prio
~NZT using the distributed timer fashion as proposed in [24]. The
problem of imperfect CSl is beyond the scope of this paper.
~ O : In the first phase of this protocol, the source broadcasts its

signal to all the relay nodes. In the second phase, one [mitent
Destination relay node, which is chosen among the relays that succissful
decodes the source messggderwards the re-encoded signal
towards the destination.
Fig. 1. The system model with relays andM eavesdroppers. The channels between nodése {1,...,K} and j €
{m, D} are modelled as independent and slowly varying flat
Rayleigh fading random variables. Due to Rayleigh fading,
relay to be selected is the one that has the lowest SNRitR channel fading gains, denoted fy |2, are independent
the eavesdroppers. For the second scheme, it is the reday exponential random variables with means\pf. For
that provides the highest signal-to-noise ratio (SNR) te ”éimplicity, we assume thak,,, = \p and A\, p = /'\D for
destination. In the third scheme, the best potential rek$ 95| ,, and k. The general ca’se where all tb\ﬁé,m and A p
selected according to its secrecy rate. are distinct is shown in Appendix A. The average transmit
We also study the performance of the three relay selectigawer for the relays is denoted 9, then instantaneous
schemes in terms of the probability of non-zero achievabi\Rs for the links from relay: to the destination can be
secrecy rate, secrecy outage probability and achievabtese \yritten asvep = PR\hk,DIQ/No and to each eavesdropper
rate of three selection schemes. These will first be analjfic ,,, aSV.m = PR\hk,mIQ/No, where\, is the variance of the
described by investigating the probability density fuans 5qditive white Gaussian noise at all receiving terminals.aA
(PDF) of the end-to-end system SNR. Then, the asymptotigsyt, the expected values fof p and-~.,.., denoted byyp,
approximations for the system achievable secrecy ratectwhigq e, are PrAp /Ny and PrAg /Ny, respectively.

reveal the system behavior, will be provided. We will show kg, each relayRy, the channel capacity from it t® is
that previously known results in [5] and [23] are specialetsasgiven by [26]

of our obtained results. Monte Carlo simulations will fiydbe Co 1 1
conducted for confirming the correctness of the matheniatica k. = logy(1+%.p). @

analysis. Similarly, the Shannon capacity of the channel from retay

to eavesdroppem is given by
Il. SYSTEM MODEL AND RELAY SELECTION SCHEMES

A. System model Crm = 1085 (1 + Ykm)- 2)

The system model consists of one sour§eone destina- The system model is assuming the presencelbfnon-
tion, D, and a set ofK decode-and-forward (DF) relays [2],colluding eavesdroppers. Therefore, by leveraging theter
Ry (for k =1,..., K), which help the transmission betweercoding techniques for the compound wiretap channel, sgcrec
the source and the destination to avoid overhearing attaicksrates that are supported by picking the eavesdropper wéth th
M malicious eavesdroppers;,,, (for m = 1,...,M). The highest SNR when considering the other eavesdroppers are
schematic diagram of the system model is shown in Figuredlso achievable, which is given by [27]
In order to focus our study on the cooperative slot, we assume A
that the source has no direct link with the destination and Ck,p = maxC
eavesdroppers, i.e., the direct links are in deep shadowing :1Om (1+ ) 3)
and the communication is carried out through a reactive DF 62 VB>
protocol [9]. It is worth noting that this assumption is wellyyhere y, ,, denotes the instantaneous SNR of the link from
knqwn in the literature for cooperative s_ystems, whetheratr relay k to the eavesdropper group and is defined as
taking into account of secrecy constraints [5], [6], [9]. Mo
specifically, this assumption refers to cooperative systeith
a secure broadcast phase [6] or clustered relay configosatio

wherein the source node communicates with relays via a log#{en, the achievable secrecy rate at retagan be defined
connection [25].

As in [23], this paper focuses on the effect of relay se- 1 this paper, for simplicity we assume that all the relays cacode the
lection schemes on the system achievable secrecy rate ursi@gl correctly.

A
Yk, E = H%%X Yk,m- (4)



as [4] 2) Conventional Selection: In conventional selection, the
o A Co 1t relay that has the highest equivalent instantaneous SNReto t
k= [Cep — Cr.rl destination will be selected to become the sender of the next

= [log,(1 + vk,p) — logy (1 + 7i,)] " hop. For the selected relay;-, we have
1+ Prvk D> * *
= |lo —_— , 5 k™ = argmax -y p. (8)
{ g2<1+PR'7k,E ®) k
where The achievable secrecy rate of this selection scheme is ex-

z, x>0 pressed by
0, <0’ n
Crax = max Cip —Cr+.p| - 9)

[z]t = max(z,0) = {

B. Relay selection schemes

In physical communication security with cooperative relay 3) Optimal Selection: We recognize that, when full
ing, how to maximize the capacity of the wireless link to th&€S! is assumed, minimum selection considers only relay-
destination and how to minimize the capacity of the channe@vesdropper links while conventional selection considety
to the malicious eavesdroppers are two main concerns. lithe relay-destination links. Optimal selection incorgesathe
observed that, on a one hand, the relay which has a gd#dplity of both links in the selection decision metric. In
channel to the destination may also have good channelspgsticular, the relay that has the highest achievable sgcre
eavesdroppers and, on the other hand, the relay having baig to the destination and eavesdroppers gets selected. As
channels to eavesdroppers may also have a bad channeleglt, the optimal selection scheme is expected to prozide
the destination. Therefore, relay selection depends oresobgtter performance than that of the others. Mathematichiby
selection criterion and the optimization of such a criteris proposed selection technique selects refay with
the main objective of this paper. To facilitate the relayesgbn

: . {vk,D +1 }
process, we assume perfect knowledge of the required channe k* = argmax { ——— ». (20)
based parameters. In this paper, the following three relay B lme 1
selection schemes, namely minimum selection, converitiorfgne corresponding achievable secrecy rate is expressed by
selection and optimal selection, will be considered. Far th n
minimum scheme, the best relay is chosen based on full CSI Copt = [Ck*,p — Cp,B] . (11)

of the relay-eavesdropper links, that is the selected rE“jayThe new selection metric is related to the maximization of

the relay having the minimum the SNR towards eavesdro e achievable secrecy rate and therefore it is considesed a
pers. For the conventional scheme, the selected relay is

. . ) & optimal solution for reactive DF protocols with secrecy
relay providing the best instantaneous capacity toward t

L E . nstraints.
destination [24]. It is noted that to choose the best relay fo
the conventional selection scheme, the full CSI of the relay
destination links are required. Although the above schewfies lll. PERFORMANCEANALYSIS

relay selection are natural, they are not optimal ones since | order to analyze the achievable secrecy rate of the three
part of CSl related to the end-to-end system achievabl@sgcrschemes, we first derive the probability density functiothef

rate, i.e., either the SNR towards to eavesdroppers or ti® SNYNR of each link from the selected relay to the destination
towards to the destination, is utilized. The third schens, gnd to the eavesdroppers. Such the PDFs are then used for
first proposed in [23] for the case of one eavesdropper, is $taining the non-zero achievable secrecy rate, the secrec

optimal one in view of the utilization of full CSI. Itis exped  gytage probability and the system achievable secrecy iate
that this scheme will provide a better secrecy performaisce @gsed-forms.

compared to the other schemes. In the following, we will go
into detail. o _
1) Minimum Selection: In this relay selection scheme, theA. Minimum selection performance

relay that has the lowest equivalent instantaneous SNReto th considering a Rayleigh fading distribution, the PDF of the

eavesdropper group will be selected to forward the signal éguivalent SNR from the selected relay to the destination,
the destination. Denoting,.- the selected relay, we have . s given by

k* = argmin vy g. 6 .

S o fu 1) = ¢, (12
The problem about how to select the relay having the lowest 7D
instantaneous SNR to the eavesdroppers can be solvedwherey, = PrAp. Following (7), the equivalent SNR of the
using the distributed timer approach suggested by Blets@ls channel from the selected relay to the eavesdroppers is
in [9]. Then, the achievable secrecy rate for minimum sejact
can be generally written as Ve, B = WYk . (13)

+

Cmin = |Ci+.p —minC | . @) 2t is in fact the average achievable secrecy rate, wherevitkage is done
k with respect to the channel statistics.



Assuming that all fading channels are independent, the PDFR2) Secrecy outage probability: Under the security con-
of v4~ g can be written as straint, the system is in outage whenever a message transmis
sion is neither perfectly secure nor reliable. For a givetuse

K K rate (R), the secrecy outage probability is therefore defined as
f'Yk*.E(’y) = Z f"/k,‘E(W) H [1 - F’YkE(’Y):I . (14)
k=1 n=1,n#k Pr(Cmin < R) =
B> Ve ; B> Y
The following lemma is of important when it provides the Pr(ve.p 2 e ,0) P (Coin < R[4+, 2 k-,0)
closed-form expression of the PDF of thg. z. +Pr(ver, B <W+,0) Pr (Coniin <R|Vi,2 <7Vk+,p) . (18)
Lemma 1: The PDF of they. g can be expressed in amaking use the fact thaPr(Comin < R|Yke. > Yhe.0) = 1
compact and elegant form as follows: and recalling (7), we can write
M u K-1 o0
fiep(y) = K lz (—1)m_1< )e:g] Pr(Cmin < R) = /F'yk*’D [22R(1 +7)— l]f.yk*fE(’y)d'y
m=1 m 0
M 2R =
M\ m _my (a) -2l XVD
_1)ym-1 T K [1 —e b ———= 19
sz:;( : (m> 5° Z XYp + 221 |’ (19)
_ Z’Cxe”’ﬂ (15) where () immediately follows after plugging (12) and (15)

into (19) then taking the integral with respect4g- .
3) Asymptotic achievable secrecy rate: It is useful to ex-

where amine the asymptotic behavior of the achievable secreey rat
M which reveals the effects of channel and network settings on
Z = Z Z , the system performance. Different from the Shannon capacit
mi=1  mg=1 which increases according to the average SNRs, the achiev-
2 (_1)—K+Eff=1mp HK M able secrecy rate likely approaches a constant limit whic_h
g=1 \my)’ is determined by the average channel powers of the main
N M and eavesdropper channels. To obtain the system achievable
X=35 2 Mk secrecy rate, we first introduce the following lemma.

Lemma 2: Under Rayleigh fading, the CDF and PDFg#.
Proof: The proof of Lemma 1 is given in Appendix A. gre respectively given by

|
The PDF of v« g in (15) has an exponential form with F,.(7) :Z’C v 7 (20)
respect toy making it become mathematical tractability. We v+ XVD
shall soon see that such a form will play a very important ~ XD
role in simplifying the evaluation of system performancemnv Fre (V) = Zlci_g' (21)
Rayleigh fading channels. (v +x7p)

1) Probability of non-zero achievable secrecy rate: By The proof of Lemma 2 is given in Appendix B. Having
invoking the fact that the secrecy rate is zero when the lsigh¢he PDF and CDF ofy;- in hands allows us to derive the
eavesdropper SNR is higher than the SNR from the chosasymptotic system achievable secrecy rate, which is stated
relay to the destination, i.eCmin = 0 if 7%+ p < =g, the following theorem.
and assuming the independence between the main channel arRfoposition 1: In the high SNR regime, the achievable
the eavesdropper channel, the probability of system nom-zeecrecy rate of dual-hop DF networks under the minimum

achievable secrecy rate is given by selection scheme is given by
_ 1 <
P Cmin >0)=P * > Yigx : P ~ .
r( ) ;(vk D > Y+ .E) Conin = > Kn(xyp + 1) (22)
= / Yo w (N e p(Mdy. (16) Proof: Starting from (7), it is possible to write

0 C_min = E{Cmin}
Substituting (12) and (15) into (17), and then taking the 0
. . 1
integral with respect to- p, we have N 5 /1n(3;)fw (z)dx

n

T 1 _
Pr(Cmin 0) = K(l—e7X)—e "pd
(G =0 /Z o )VDe ! 1n2zlc/ 'V+X'7D) =

(17)  With the help of [28, eq. (2.727.3)], we can obtain the clesed

AT + XD form expression o€, as in (22). u



B. Conventional selection performance Vi = ”’“* D, given by

Following [9], the PDF of the channel gain from the selectedf () = dF,. ()

relay to the destination in this scheme can be given as Ve d7

X 1K\ kb _kx i /PI‘ Vk*,.D < ’Yx)f’}’k* E( )

e () =D (1) ——¢ . (23) dy
k=1 k) Ap 0
K M
d mak—2 (M (K

Next, we consider the PDF of SNR for the best link from the = lz Z (1) 2< ) (k ) ZMD]
selected relay to the eavesdroppers, which can be written as T L=t m=1 m Y+ %5

follows: XK: i m+k—2<M) <K) %% (29)
M m k=1m=1 m/\k map )
f'ch*,E ('7) = Z (_1)m—1 (M) _ﬂei?;~ (24) . . . <7+ ) .
m—1 m/ e We are now in a position to derive the asymptotic achievable
secrecy rate, which is provided in the following theorem.
1) Probability of non-zero achievable secrecy rate: Now  Theorem 1: The achievable secrecy rate of DF relay net-
we focus on deriving the probability of non-zero achievablgorks with the best relay scheme is tightly approximated at

secrecy rate. Mathematically, we have high SNRs as
PI‘(CmaX > O) :Pr('Yk*,E<'7k:*,D) énlax — /logQ(l‘)f’)’k* (T)dl‘ (30)
r M
(M _my
fmer G o) S
o Lm=l ZZ In 1+—7—D
K K\ E _» E k=1m=1 m ke
x (_1)k_1(k) vae*ﬁdV (25) Proof: It is easy to show that from (23), and with the
k=1 ) help of [29, eq. (2.727.3)], the theorem follows after some
_i i iz MK e manipulations. [
=2, 2. m \ k)1 | |
m=1k=1 VE C. Optimal selection performance

Considering relay:, we have the equivalent secrecy channel

2) Secrecy outage probability: Making use of the same
NR as follows:

steps as for (19), we can write the secrecy outage probabi
as . = Yk,D +1

: (31)
Ve, + 1
Pr(Conax < R) =Pr(ve-.5 > Ye+.0) (26) To facilitate the analysisy;, can be approximated at high SNRs
+ Prlyee g < Yirp < 221+ e ) — 1), S [23]
Yk,D
Ve = . (32)

Integrating both sides of (26) with respect4p-  yields Vk,E

Pr(Cmax < R) =E,,. , {Pr[yep < 2*"(1+v.5) — 1]}  For Rayle|gh fading c;hannels the CDFf can be derived

o33 () () [1 w] @0 ;S () = o (22 <)

Yk

k=1m=1 m yp Yk.E
!:S(ZY), we use the CDF ofy~ p, which is derived from (23) _ /Pr Vop < V6.2 Fre s (Vo5 )Yk
0
T -TeE E m-1(M\m _mkE
'Yk* D /f%* D /(1 e ; 1(_1) (m>7E€ B d’)/k,E
0 1=
K M
(M ms
_ )kl D =1- —1m! . 33
=3 (-1 (k>(1 e ) (28) mzl( ) <m>7+m§2 (33)

k=1
whereQ) = 4p/9g. After using the identity [29, eq. 3.1.7],
3) Asymptotic achievable secrecy rate: We now analyze the j g
asymptotic achievable secrecy rate when the relay prayidin M
the best Shannon capacity toward the destination is sdlecte Z (_1)m71 (M ) _ (34)
To approximateE{C..x}, we need to calculate the PDF of m

)

m=1



(33) is rewritten as O
2 o
l m—l M Y i ’ N
Fy(v) = Z m) T 35 3
wherea,,, = mf). To obtaln the PDF ofy;, we differentiate % |
(35), namely z
=
M g
m—1 (M Ay S |
TR DI i Gl e ECON
Yk Tnzﬂ m (’Y+am)2 g
= |
Having the CDF and PDF of;, at hands allows ones to derive =
the PDF ofv«, which is given in Lemma 3. g S Minimum
Lemma 3: Under Rayleigh fading channels, the PDF ofg 05|/ :g‘;:;g;‘l“o“a‘ .
e+ = maxyyg IS given by & ; o Simulated
- KAy 045 5 10 5 20 2 30
. 37
RS ) pre= @7 o

p=1gq= 1
Where@ are L distinct elements of the set ({fak}k 1IN Fig. 2. Probability of non-zero achievable secrecy ratehef three relay
decreasmg order, and,, , are the coefficients of the partial-selection schemes, with = 4 and M = 3.
fraction expansion, given by

§rr—a)

1 . In (42), Lia( “Intge [29, eq. (27.7.1)]. The proof
Apa = (rp — q)! {87(%—«1) (v +©p) ? [ (7)]} 2 fl

t—
of Theorem 2 is g|ven in Append|x D. It is worth noting that

our derived method for the system achievable secrecy rate (i

The proof of Lemma 3 is given in Appendix C. (22), (30)_, and (42)) is high_ly precise at high _SNRs and very
1) Probability of non-zero achievable secrecy rate: Making Simple with the determination of the appropriate paranseter

use the fact thdbg, i-l—w > 0 & z > y for positive random being done stralghtforwardly. A(de|t|.on.ally, they are givia a
+y closed-form fashion, its evaluation is instantaneousrdigss

\S/:::l?eb(l)e/sr;:teagdgg{\,/e;hzsprobabll|ty of non-zero ach|evable0f the number of trusted r_elays, the number of _eavesd_rop_pers
and the value of the fading channels. Observing their final
Pr(Copt > 0) = Pr(yg > 1) form, we easily recognize that the system capacities at high
=1-F,(1) SNR regime only depend ot = Ap/Ag suggesting that the
o K system achievable secrecy rate will keep the same regardles
S (-1 (M) 1 of the increase of the average SNR.
m=1 mj &m + 1

2) Secrecy outage probability: Since there is no visibly IV. NUMERICAL RESULTS AND DISCUSSION
mathematical relationship between the. g with ~y, it is Computer (Monte Carlo) simulations are used to demon-
likely impossible to obtain the exact form expression fostrate the performance of the three relay selection scheme
Pr(Copt < R). To deal with this problem, the approximationunder security conditions. The number of trials for each
approach should be used, namely simulation results ig0°.

In Figures 2 and 3, three relay selection schemes are com-

Pr(Copy < R) = Prlye p < 2°%(1+ 7 ) = 1] (40) pared in terms of probability of non-zero achievable secrec
~ Pr (”Yk* < 22R) rate, secrecy outage probability and achievable secrdey ra

M (M 92R K by fixing 7z = 5 dB and varyingyp in steps of 5 dB_ in the
= [Z (—1)"" < )23 (41) range from O to 30 dB. It can be observed in these figures that
m=1 m) om +2 there is excellent agreement between the simulation and the

3) Asymptotic achievable secrecy rate: In this subsection, analysis results, confirming the correctness of our decinat
by using Lemma 3 we derive the asymptotic achievable Figure 2, the theoretical curves for the probability ohno

Y=—©p

-1

(39)

secrecy rate, which is reported in Theorem 2. zero achievable secrecy rate of the three schemes weredlott
Theorem 2: At high SNR regime, the limit for the achiev- using equations (17), (25) and (39), respectively. At high
able secrecy rate is of the following form: all schemes yield nearly indistinguishable probabilitéson-
zero achievable secrecy rate with unity value. Howevepat |
_ ~K & (In©,)? . 1 ~p, the optimal selection scheme outperforms the others while
Coee = Z n2 Z {APJ {_T —Li <_@T) } + the minimum selection scheme provides the lowest protgbili
. Pt L of non-zero achievable secrecy rate. Figure 3 plots theesgcr
- g G+l qz_: (i)qin 1 outage probability for the three schemes. For a given
ST 0, 4\ 6y (n—=1)(0p +1) increasing SNR leads to a different increase in the shape

(42) of secrecy outage probabilities. In particular, the curfas
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suggests that at high SNRs the secrecy probability remains
o the same regardless of how large the average SNR is. We also
.| | observe that the simulation and the exact analysis restdts a
8 { e prro--0--0----0--0--0¢ N e_xcellent agreement. _
= o " Figure 5 illustrates the achievable secrecy rates of the
§ o’ PP | three relay selection schemes versus the number of relays
@ L5, ' o ° ] in the network. It can be seen that the optimal selection
5} * B . . . .
g ° scheme again achieves the highest achievable secrecyate.
> Y . . .
2 L -+« Minimum (simulated) curves indicate that for a fixed number of eavesdroppers, a
< S e Minimum (asymptotic) non-negligible performance improvement can be obtained by
1L -0 Conventional (simulated) || . . T
o c . : increasing the number of trusted relays. This is due to the
- = Conventional (asymptotic) k
—e— Optimal (simulated) fact that when the .number of relays increases, the_ network
—— Optimal (asymptotic) has more opportunities to choose the most appropriate relay
0.5 for security purposes. The result also confirms that the con-

0 5 10 15 20 25 30 35 40 45 50

ventional selection scheme always outperforms the minimum
Average SNR [dB]

selection scheme; in terms of secrecy efficiency, improving
the data links is better than improving the eavesdroppé&slin
This can be explained by the concept of diversity gain. The
conventional selection scheme provides a diversity gaithfe

optimal selection and conventional selection have the saff2y-€avesdropper links while the minimum selection suhe
slope while that for minimum selection exhibits the smalle&€€PS the diversity gain the same when the number of relays
slope. This is due to the fact that the minimum selectigi'd the number of eavesdroppers are respectively increased

scheme selects the relay having the worst channels towarg§'9ure 6 shows the impact of the achievable secrecy rates

the eavesdropper group. In addition, this scheme does ket +f the three schemes agginst' the number of th.e eavesdroppers
into account the relay-destination links on the relay siac CONtrary to the results in Figure 5, the achievable secrecy
metric. In terms of diversity gain, this will not provide any/ates now decrease when the number of the malicious nodes

diversity gain since it selects the relay that has the worgcreases. This is expected because the chance of overpieari
channels to the eavesdroppers. will increase when the number of eavesdroppers increases.

The impact of the achievable secrecy rates of three relay se-
lection schemes versus the average SNR is shown in Figure 4.
The optimal selection scheme provides the best performancén this paper, we have studied the effects of three relay
as compared to the others. In addition, there is significapsg selection schemes, which are minimum selection, convesitio
between the capacities achieved by the schemes. In the héglection, and optimal selection (which is optimal withpest
SNR regime, these gaps become constant regardless of tthesecrecy), under security constraints in the presence of
increased transmit power of the relays. Because of the déimit multiple eavesdroppers. Based on the closed-form expressi
largePr, the system achievable secrecy rates approach a firofethe PDF and the CDF of the eavesdropper links and data
value, which represents an “upper floor”. This phenomendinks, three key performance metrics under Rayleigh fading

Fig. 4. Achievable secrecy rate versus average SNRs.

V. CONCLUSION



4 ) ‘ where¥r = PrAg, and hence the PDF of; 5 is obtained

----- Minimum b
3.5 = = = Conventional | | y
' —— Optimal
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Sinced, g = g for all k, (A.1) is simplified as

fk*,E(’Y) =K[1— Fyn (7)]K_1f"/kE (7)s (A.4)

Plugging (A.2) and (A.3) into (A.4) and after arranging and
grouping terms in an appropriate order, we can express (A.4)
in a compact and elegant form as (15).

Sinced,,1 # k1 # -+ # kM, the CDF and the PDF of

Achievable Secrecy Rate

Number of eavesdroppers (M) vk, Can be respectively expressed as
Fig. 6. Achievable secrecy rate versus the number of the daygers, with M
3p =75 = 30 dB andK = 4. Fyw) = 1] Py, ()
m=1
M . S
were derived: the probability of non-zero secrecy capattiy = H (1 —€ VE’"‘)
secrecy outage probability and the achievable secrecyThte m=1
numerical results have shown that optimal selection outper M k1 M e
forms conventional selection, which in turns outperformia-m - Z (=1) Z (I—e )
imum selection. Furthermore, conventional selection géva k=1 %121222%221
provides better secure performance than minimum selection M M
thus suggesting that increasing the number of cooperative =1 —Z:(—l)’“_1 Z e~ ™k (A.5)
relays is more efficient than increasing the transmit povter a k=1 mi=--=mp=1
relays. The simulation results are in excellent agreemétit w S
the analysis results confirming the correctness of our déow  and
approach. M M
FroeM=>_(=D"1 3 e ™ (AB)
k=1 mi=--=mp=1
APPENDIXA LSS m
—1
PROOF OFLEMMA 1 wherey;, = Z;f:l WEle . Noting that the form of (A.5)
We start the proof by exploiting the independent channgpo_I (A.6) take the similar form of (A.2) and (A.3) in the

revised manuscript, i.e., they are also of the summatiom for
of exponential distribution leading to the fact that the sam
approach suggested our papers could be used to solve for the

K
Fre 5 (7) = meE(W) H 1-F, (M) (A1) generalized case. Therefore, the assumplign, = Ag will
k=1 n

assumption of eavesdropper channels, leading to

not affect on the results and conclusions made in the paper,
especially on the effects of relay selections.

In (A1), F,, ;(v) is the cumulative distribution function
(CDF) of v, g and can be computed according to the binomial APPENDIXB
theorem [30] as PROOF OFLEMMA 2
M Here we derive the CDF and PDF ¢f- p. Using condi-
E, .(v) = H E, . tional probability [30],F.,,. () is given by
m=1
—a\M Fy,. = Pr (7’“*’17 < >
— (1 —e ~,E> Yk (7) ’Yk:*7E =7
M M m _my 7
= Z m (=1)"e 7r = Pr(vy«,p < V’Vk*,E)fwk*,E(Vk-*,E)d%*,E
m=0 0
o~ (M | ma DX
= 1- )" e E, (A2) = 1-) Kk——. (B.1)
2 (e SrEs



dek* ()

Since the PDF and the CDF are relatedfby. (y) = —4-—, APPENDIXD
we have PROOF OFTHEOREM 2
_ i DX 5.2 By proceeding in a similar way, the asymptotic achievable
foe () = Z (7 + '7DX)2- (B.2) secrecy rate of the optimal selection scheme is approxanate
by
APPENDIXC oo
PROOF OFLEMMA 3 @opt ~ /10g2 () frpe (7)dY
Under the assumption of channel independence and then 1
using order statistics, we are able to derive the PDF of I oo
v+ = maxyyg Dy getting the maximum value frol secrecy — Z Z Z KApq / n (y) dy . (D.1)
channel gains as 1= 2 (v +6,)*
dF,,.(y) _ d «
Frue () = 57 = @[Fw (NI (C-1) |t should be noted that the mtegrﬁ R)dy d” (i.e., wheng =

Plugging (35) and (36) into (C.1), we have [30, p. 246] 1) cannot be evaluated in a closed form To deal with such

foo(y) = KI[F (7)]1(71][ () problem, we partition the inner integral into two parts
TYr* - Tk Yk
K-l - Pr—oo - K L e
- K i(—l)m71 M Y Copt :; ZE Il+ZZAp7q12 . (D2)
ooy m/)y+ oy p=1q=2
M u whereZ; andZ, are of the following forms:
m— 7%
| (e "
m=1 m D.3
ZAp 1 / = 03

After tedious manipulation, we have the compact form of the
PDF for v~ as follows:

e [ n(y)dy
a7y Ty = i S e > 9. (D.4)
P ( . (C.3) > / 7 4>
' mgl mg:l (v + ) Ty (o + o) /(74 6p)
Here, we recall that By using the fact that" | A,; = 0 and recognizing the
= M M integral representation of the dilogarithm functipithat is,
Z = Z Z Lir(—z) = [ 2Ldt, I, can be derived to [28, eq. (2.727.1)]
ml—l mK:1
e LimoS | O (-2
1= p1 ip . (D.5)
_ _ K+3 5 my K M — 2 C)
K= K(-1)" I, (m) 2 .

. . . . . _For Z,, using integration by parts yields
With the current form ofy,«, it seems impossible to derive 2 g g yP y

the system achievable secrecy rate. For that matter, weogmpl In~y 1 T dy
the residue theorem [31] by first expressing the product forde = 1 9. )i 1 +— 1 / 0.1
(@1 +6y) ¢ (v + Op)
of f,..(7y) in the following partial-fraction expansion where gl 1
in the each resulting terms can be integrable, namely —0 Ts
K_1 L T A (D.6)
ar?y _ P,q C 4 . . . . .
V74 Z 7( Fo,)7 (C.4) Applying partial fraction technique and then grouping tibge
(o)l (v o) 5T 0O appropriate terms, we have
In the above®,, are L distinct elements of the set §fv; } <, q—1 q—1 g—n
) . " : 1 1 1 1 dy
in decreasing order and,, , are the coefficients of the partial-7; = [ — B d*}/—z — —_—
fraction expansion, readily determined as 32] Oy Y 7+6p = \Op / (v+6p)
1 oro—a) 1\! N 1
Ay = { (RN E | R CT () (&)
) EPSY] — P Vi = +1) —.
(rp = @)t L Oy ¥==6p Oy i 7;2 Oy (n—1)(6,+1)" !
Pulling everything together, we complete the proof. (D.7)
8For convenience, coefficientd, , can be obtained more easily by solvingwhere A = [ A1 -~  Apgq - Ar. |7 is obtained by
the system ofK + 1 equations which is established by randomly choosinh = C—!D where [,]T is a transpose operatoc isaK+1x
K + 1 distinct values ofy but not equal to an¥,, [33]. Denoting K +1 K + 1 matrix whose entries are’y, . ﬁ with v =
values ofy as B, with w = 1,..., K41, we can obtain the following linear p—1 ' (Bu+6y)
system of equations g+ X rm;D =Dy -+ Dy --- Dgu]T with D, =
m=1
Tp 1 _
Z Z Ara ,1< , (C5) Butan 1A, Butan) _a”qu’” = 1’. s K _
S (o +ep) (e I, (v + ag) 4The dilogarithm function is a special case of the polylotani.
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Finally, combining (D.5), (D.6) and (D.2), we have the finaj20] W. Li, K. Tenghui, S. Mei, W. Yifei, and T. Yinglei, “Resech on se-

approximated closed-form expression for the achievable se

crecy rate.
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