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Highlights

e A method is developed to analyze vulnerability of gas pipeline networks.

e  Supply capacity, gas grid performance and demand change are considered.

e Indices are developed to measure gas grid vulnerability and pipeline criticality.

e Demand site robustness is analyzed by statistics and topology propetties.

e The application of the method is studied in a complex natural gas pipeline

network.
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Abstract

A systematic framework is developed to assess the vulnerability of natural gas pipeline networks.
To measure the impact of accidents on gas supply service, a consequence model is developed
based on a-flow algerithm embedded into an optimization scheme, with the consideration of
physical constraints. The vulnerability analysis is performed from three viewpoints: global
vulnerability analysis, demand robustness and critical pipeline analysis. The global vulnerability
analysis is performed considering hazards and threats in gas sources, demand and transmission

system. The analysis of demand robustness evaluates the capacities of demand sites to withstand
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the strains imposed on the pipeline network system and further explains the differences in

capacities, from a graph theory perspective. In the critical pipeline analysis, criticalities of

pipelines are evaluated by considering direct attacks and using a physical flow-based method. The

analyses are performed on a relatively complex gas pipeline network taken from literature.

Key words: complex natural gas pipeline network; vulnerability analysis; supply service;

max-flow algorithm; Floyd algorithm; criticality analysis

1. Introduction

Reliable natural gas supply service from natural gas pipeline networks is important for

society stability and economy development. Although many efforts have been done, potential

vulnerabilities still exist because of system structure,complexity, uncertain environment, resource

limitation and demand fluctuation. When unexpected events occur, e.g., extreme weather events,

terrorist attacks, third-party activitiesppolitical crisis, etc., severe consequences may follow [1]-

[3].

On this background, efforts have been done to assess and improve the reliability and security

of natural gas pipeline‘networks. Generally, the classical methods of reliability theory and risk

management have been used. Reliability theory supports the analysis of the ability of systems to

perform their functions under given operational and environmental conditions, for a defined

period of time [4], [5]. Risk management considers both the probabilities of failures and the

negative consequences [6]. However, challenges emerge in their application to large complex

network systems [6]-[9]. On that account, one must go beyond the probabilistic estimation

addressing the problem also from a vulnerability point of view [10], [11].



In recent years, the vulnerability analysis of large complex transmission networks has been

given increasing attention in many application areas, e.g., power grids [12], [13], Internet [14],

transportation systems [15], [16], etc. However, the importance of vulnerability in gas pipeline

networks has not been given enough attention to.

Vulnerability is a term which is applied with several different definitions in the literature. In

this research, vulnerability is defined as inherent system defects to withstand the strains, i.e. to

absorb the effects of failures or to quickly restore the system to normal perfoermance. Vulnerability

analysis focuses on the inherent properties rather than environment and probabilities, as reliability

and risk do. Applying vulnerability analysis to evaluate the supply-service of gas pipeline network

systems can help to improve the knowledge about their.inabilities under different strains and to

find the “bottlenecks” of a natural gas pipeline network ‘system. The strains in a gas pipeline

network represent disturbances or unexpected events (e.g., pipeline failure, demand fluctuation,

gas source interruption or some other events), which can cause degenerations of system capacities

to reliably serve customers,

In general, vulnerabilityranalysis can be performed by empirical methods or simulation

methods [17}“Empirical methods are performed based on historical data and information of

accidents. The vulnerability analysis of complex network transmission systems, e.g., power grids,

railwayssystems, water networks, are mostly carried out by simulation methods because of the

system complexity. The key of simulation methods is to develop models which can be used to

analyze the effects of failures at system level and find potential high-consequence events. A

number of methods or theories are capable to model different systems from different perspectives.

From topological/structural perspectives, graph theory and statistical physics allow describing the



connectivity properties of complex systems, evaluating the effects on system functionality and

locating the critical parts [18]-[23]. Logical methods, such as game theory and hierarchical logic

trees, can capture the logic of dysfunction of a complex system [24]-[29].

Functional/phenomenological methods, e.g. system dynamic methods, control theory, agent-based

modeling, etc. help capturing the dynamic properties of systems [30]-[35].

Evaluation of element criticality is an important part of vulnerability analysis. In.a network

transmission system, element criticality evaluation is usually carried out<based_on’the system

structure or the consequences of failures. From the perspective ,0f'system structure, several

identification methods have been proposed based on different considerations, e.g. network

efficiency [36], [37], flow-based performance [21],..[38]-[41], cost of travel time [42],

accessibility [43], [44], etc. In the consequence-based methods, criticality of element is evaluated

according to the direct, and sometimes indirect, effect of the failure [45].

In natural gas pipeline networks, shortage at demand sites can result in severe consequences

because every demand node can’play ‘an important role, such as gate stations of city distribution

networks, power plants\or factories [2], [46]. Considering that it is insufficient to focus on the

global capacitysof/theygas pipeline network system, one should also pay enough attention to the

effects.of ‘strains/on each demand site. In related works, many efforts have been done on demand

side management [47]-[50]. However, to provide a reliable service, it is not sufficient to just

manage the demands. One should also find out the effects of the strain imposed on the system

[51].

Vulnerability analysis of supply service requires a model that is capable of capturing the

behavior of the system, the supply capacity and the amount of gas requested at demand sites.



Thermal-hydraulic analysis and system dynamic methods can perform detailed consequence
analysis; however, they are not suitable to the vulnerability analysis because of the huge
computational cost due to rather detailed numerical simulations. Hence, it is important to develop
a computation-efficient model that can capture system behaviors and calculate supply capacity of
gas pipeline networks.

In this paper, a method of vulnerability analysis of natural gas supply service pipeline
networks is developed considering global vulnerability analysis, criticalpipeline _analysis and
customers’ robustness analysis. Global vulnerability and customers’ robustness/are two matrices of
vulnerability of gas pipeline networks from different perspectives:~the former emphasizes the
overall system ability to withstand strains and the latter.focuses on the potential impacts of strains
on individual customers. Global vulnerability analysissaims at evaluating the ability of a gas
pipeline network to withstand different“strains” and estimating the negative consequences
(Section 3.1). Analysis of robustness of demand sites focuses on their different abilities to
withstand strains imposed .onithe system and explains their differences from the perspective of
system structure (Section 3.2). Critical pipeline analysis uses different methods (flow-based
method and consequence estimation) to evaluate the criticalities of pipelines (Section 3.3). In
Sectionn.2,,a system model is developed based on network flow theory, combined with an
optimization part. The model can simulate the system behaviors and the adjustments of the
transmission plan in different conditions, and estimate the supply capacities of both the global

system and the demand sites, with the consideration of physical constraints.

2. Natural gas pipeline network model for consequence calculation



2.1 Modeling of natural gas pipeline networks

For the development of the consequence assessment model, only the components relating to
gas supply capacity in the pipeline networks are considered, i.e. pipelines, compressor stations,
gas sources and consumers. This is because the objective of the assessment is supply service. The
development of the model of capacity/consequence analysis has followed the steps in Fig. 1.

The inputs of the model include:

A. Pipeline parameters: diameter, length, roughness etc.

B. Parameters of compressor stations;

C. Properties of natural gas;

D. Information of gas sources: locations, types, Capacities;

E. Information of consumers: locations,.demands;

F. Topology information of the pipeline network structure.

Step 1 wp Step2 wp Stepd wp Stepd wp Steps
Data “Supply- Gas Optimization
collection transmission- transmission of resource Output
& demand™ direction allocation
Input system planning PN n
O abstraction U
— {1 U U
Information of o - Amount of shortage
"Ul_““"‘ structure, Graph theory Floyd algorithm Max-flow of natural gas
pipelines. compressor T-H analysis algorithm & Number of
stations, fras sources unsatisticd
and customers customers

Fig. 1 Process of modeling for consequence analysis

2.2 Natural gas supply-transmission-demand system abstraction

On the basis of the inputs in Section 2.1, the pipeline network is abstracted in the form of a

directed weighted network. The gas sources, consumers, pipeline junctions are represented as

nodes and pipelines are represented as arcs. The weights on the arcs denote the transportation




capacities of the pipelines. The transportation capacities are calculated by thermal-hydraulic
analysis, based on the above inputs A, B and C. The T-H models of pipelines are developed by the
steady mode and the overall network system is validated in TGNET — a professional software for
gas pipeline modeling [52]. When the capacities of the pipelines change, the weights in the
directed weighted network also change accordingly.

In general, if an unexpected negative event occurs, operators will take steps to withstand the
strain and reduce the negative impacts. In general, the strategies include adjustment of gas sources,
adjustment of directions of gas flows in the network and re-distribution.of gas. In this model, all
these strategies can be swiftly performed by changing the weights ongthe arcs. The optimization

process will be introduced in the next Sections 2.3 and 2.4.

2.3 Modeling of gas transmission optimization

The optimization model represents the build-in property of natural gas pipeline networks to
respond to unexpected interruptions-and/abnormal conditions. In this model, economic efficiency
and supply distance are‘considered as the most relevant attributes to gas transmission planning.
Firstly, a “standard cest” matrix C is developed based on network topology and the network
element cost is caleulated by equation 1. This so-called “standard cost”, which is determined by
the cost of,transmission and pipeline length, represents a factor for the optimization of the
transmission path, not a real cost:

Cij :aLij Xﬂ(Qij XC) (1)
where Ljj represents the length of the pipeline from node i to node j in the network (km); Qj;
represents the designed quantity of natural gas transported from i to j (MCM); c represents the cost

of gas transportation ($/(km-MCM)); a and g, ranging from O to 1, represent the importance



weights of distance and cost of transmission, respectively; Cj; represents the optimization factor
combining cost and distance ($). Although the unit of the so-called “standard cost” is $, it is
different from the actual cost. The “standard cost” matrix C is re-calculated to optimize the
transmission path in every scenario.

Then, “standard cost” vectors are calculated based on matrix C. Each of the vector/Contains
the “standard cost” of the “shortest paths” between a gas source and all remaining,non-source
nodes, found by the Floyd algorithm [53]. In order to identify the sequence of the nodes that the
gas flow from different sources should follow in its path, the “standard'cost” yectors are sorted in
ascending order. For a specific gas source, priority is given to the nedes with lower “standard
cost”, which means relatively higher efficiency and lower. cost.

The algorithm will check whether the capacity ofsithe source is exhausted: if there are still
unsatisfied customers and residual capacity;. the algorithm will search for the next unsatisfied
demand node in the “standard cost” vectors. This process continues until all demands are satisfied

or the residual capacity of the sourcelis zero.

2.4 Supply capacity calculation

On the basis of-the transmission directions determined in Section 2.3, we proceed to optimize
the plan of natural gas distribution in the pipeline network (volume of gas supplied by different
sources and gas flow in the pipelines). This problem is converted to a max-flow problem in graph
theory and solved by Ford-Fulkerson algorithm.

Ford-Fulkerson algorithm is carried out by two steps [53]:

® Searching paths which connect the sources and the sinks with available capacities on

the arcs.



® Repeating the search process until no additional flow can be added to the path.

Also, two constraints are to be respected:

® The sum of the flow entering a node is equal to the sum of the flow exiting the node

(except for the source and sink nodes).

® The flow in the arcs is within the allocated ranges of capacities.

Ford-Fulkerson algorithm is developed to solve the “single source and sink’ problem.
However, in general, gas pipeline networks usually have more than one source or sink. To convert
this “multiple sources and sinks” problem to a “single source and,sink” problem, we assume a
“super source” and a “super sink” that connect with all the sources-and sinks by edges with
unlimited capacities.

Finally, the model will output the supply capacities at the demand sites in the pipeline
network. By comparing with the demands‘requested, the gaps between demand and supply and the
amount of unsatisfied customers/are calculated as inputs of the vulnerability analysis. This
optimization process will be repeated in every scenario to determine the plan of gas transmission

and redistribution. The flowchart is shown in Fig. 2.
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3 Vulnerability analysis of supply service of natural gas pipeline networks

3.1 Definition of vulnerability analysis of supply service
Vulnerability analysis of supply service aims at systematically estimating the negative

consequences from strains imposed on a natural gas “supply-transmission-demand” system, and



identifying system weaknesses that may be exploited by previously unimagined or unknown
hazards or threats. In vulnerability analysis, the probabilities of the strains imposed on the system
are not addressed.

For network transmission systems, a strain can be defined in different ways considering the
different sources of hazards and threats. Defining a strain in a concrete way requires knowledge
about the aims of the analysis and the characteristics of the hazards (Zio, 2016). Threats'to supply
service in a natural gas pipeline network system mainly include degradation of transmission
capacities of the pipelines, drop of supply capacities of gas sources ‘and increase of demands.
Therefore, the strains in this paper are defined as failures of pipelines; sudden drops of supply
capacities of sources and sudden rises of demands. The.magnitude of the strains are represented as
the number of failed pipelines, degree of capacity dropssand degree of demand rises. The impact
of the strains are calculated by the model.developed'in Section 2.

The vulnerability analysis of gas supply service includes global vulnerability analysis,
robustness analysis of demand/sites and critical pipeline analysis. The robustness analysis of
demand sites is proposed especially for natural gas pipeline network systems, considering that
each demand site in the system plays an important role in society and economy, e.g., gate stations
of city.distribution networks, power plants, factories, etc.

3.2 Glebal vulnerability analysis of gas supply service

Global vulnerability analysis aims at evaluating the capacity of the natural gas pipeline
network system to withstand the strains and to estimate the potential negative consequences [10].
The analysis is carried out by imposing strains of increasing magnitude on the system.

According to Section 3.1, the strains come from pipelines, gas sources and demands. Their



ways to affect the supply service is different, which should be reflected in the analysis. When
pipeline failure is taken as the strain, we need to focus on the differences of consequences of
failures of different pipelines or pipelines combinations. If the magnitude N (here N represents the
number of failed pipelines, as the magnitude of the strain) is small, all the possible scenarios will
be calculated. However, for large numbers of failed pipelines, only a partial set (e.g., 5:million
random sample scenarios) are considered for system vulnerability analysis, to./limit the
computation burden. When the sudden drop of capacities of the sources.is. taken as the strain,
global vulnerability analysis is performed by decreasing the level of capacity of all the gas sources.
The analysis of vulnerability, caused by demand rise, is performed by.increasing the demands of
all the customers step by step, because the demand fluctuation of different customers often occurs
together due to external causes and we focus on severe conditions.
3.3 Robustness analysis of gas supply.service at demand sites

Besides the systematic analysis of\system performance under strains for the natural gas
pipeline network systems, .one.should also analyze the differences of the capacities in demand
sites to withstand the“strains. Each demand site plays an important role, for example, gate stations
of gas distribution’networks of cities. In this part, we analyze their differences to withstand the
degradation. of the transmission capacity of the pipeline network, based on parts of the results of
the global-vulnerability analysis in Section 3.2.

To quantify this, the index average level of unsatisfied demand (ALUD) is originally

introduced here:

ZN: Demand_ —capacity’
N |
Demand 1 1 Z capacity,,
N N ‘= Demand ,

ALUD =2 )



In equation 2, ALUD, represents the average level of unsatisfied demand at demand site m
under a strain of magnitude k; Demand,, represents the demand of demand site m in MCM/d;
capacity:n is the supply capacity at demand site m under scenario i in MCM/d; N represents the
number of scenarios under a strain of magnitude k. All the inputs are obtained from the results in
Section 3.2.

In this work, the supply capacities at demand sites are solved as a “multiple sources’and sinks”
max-flow problem, by the Ford-Fulkerson algorithm introduced in Section'2.4. By this method,
we can estimate the amount of gas which can be transported to every.demand site, in different
system conditions.

In Equation 2, the capacity is the amount of gas which can be provided to the customers. This
is because the gas transmission plan will change when the network configuration changes,
according to the optimization algorithm<(in, Section 2.3). And, the max-flow algorithm of gas
redistribution is performed based/on the limitations of gas suppliers and the pipeline network
transmission capacities under different conditions.

By observing the“trend of ALUD with the increase of strain magnitude (number of failed
pipelines), we“can qualitatively estimate the robustness of the demand site: a smooth incline
means.a.strong robustness. Further, to quantifying robustness, the index supply service robustness
(SSR)‘issproposed (equation 3):

n
SSR =———M—
" N _ pipelines )

SSRp, represents the supply service robustness at demand site m; N_pipelines represents the total
number of pipelines in the system; n represents the magnitude k of the strain under which the

ALUD of demand site m reaches the tolerable level. A higher SSR means a stronger robustness.



When SRR equals 1, the target demand site will never reach the lower limit.

To further analyze the reason of the difference, graph theory is applied. From the graph

theory perspective, the service robustness of demand site can be converted to the connectivity with

other nodes under pipeline failures. Generally, in graph theory, the average path length and

topology efficiency are applied to analyze this kind of problem [54], [55]. Average pathdengh is

used to measure the difference between two nodes in the network. Topology efficieney/is used to

quantify the transmission efficency between nodes. Both of them are .capable _to’ reflect the

fault-tolerant ability of a network system. In this paper, we use both the average path length and

the topology efficiency of every demand site to quantify their robustness of supply service from a

gragh theory perspective. Then, the results are compared with the value of SSR to verify the

correctness of the proposed method.

The average path and topology efficieney are given as:

1

L = d; @)
Nnode(Nnode _1) ; ]
1 1

E = —— )
Nnode(Nnode _1) ; dij

L; represents the average length of demand site i; E; represents the topology efficiency of demand
site i;.d;; ‘represents the lengh of the shortest path between demand site i and node j: Npoge
represents-the number of nodes in the system.
3.4 Critical pipeline analysis of gas supply service

In a large natural gas pipeline network, because of its structure complexity, there may be
some unknown, perhaps previously unimagined system weaknesses. Critical pipeline analysis

focuses on identifying this kind of weakness that contributes to the service vulnerability of the



system. Other components, such as compressor stations, can also affect the system capacity, but
the impacts of their failures will eventually amount to degradation of pipeline capacities. A
pipeline, or a combination of pipelines, is a critical component depending on how essential it is for
the supply service of the pipeline network system.

In general, the critical component analysis is performed by estimating the consequences of
single or multiple component failures, to identify their criticalities [20], [56], [57]« This/method is
performed exhaustively up to a given number (from 1 to P) of simultaneous. failures; usually the
value of P is 3-5. In this range, every possible failure or simultaneous failures should be simulated,
with the model developed in Section 2. This analysis gives a comprehensive picture of the system
vulnerability within the number of simultaneous failures.considered.

However, in a complex natural gas network, the attack-consequence analysis method needs a
large number of simulations, which sometimes'can be impossible because of the huge burden of
computation. To overcome this problem; in this paper, a flow-based method is applied, which
combines flow properties.and topology properties of the pipeline network, to measure the
criticalities of the pipelines.

Several works have explored the identification of critical arcs in a network by graph theory.
On account. that/the importance of a pipeline depends on its flow capacity and its role in the
systemitopology, an index, named weighted flow capacity rate (WFCR) [39], is chosen to measure
the-criticalities of the pipelines. WFCR is the combination of flow centrality (FC) [58] and flow
capacity rate (FCR) [39]. FC is defined as the sum of flow in pipeline (i, j) for all possible s-d pair
max-flow problems divided by the sum of all pairs max flows: MF_ (i, j) represents the flow

on pipeline (i, j) when the max flow  MF,, is from s to d (s represents gas sources and d



represents demand sites). FCR is the sum of the percentages of arc flows to arc capacity for all s-d
max flow problems: c;; represents the capacity of pipeline(i, j); N represents the number of s-d
pairs.

The FC gives the contribution of pipeline (i, j) to system transmission capacity and FCR
accounts for its potential criticality due to capacity limitation. Hence, by weighting eachterm in
equation 7 by the FC value, WFCR gives the expected impact of pipeline (i, j) toythe overall

system performance:

> MR, j)
FC _: s,deV (6)

o z MFsd

s, deV

FCRi,j :i Z MFsd (I' J) @)

s, deVv Ci,j
MF, (i

WFCR,; = Z FC, , MF (1) J)
SdeV C|'J

4 Case study

We consider a_.naturalhgas supply-transmission-demand system, assuming coherent and
reasonable data-and information of the pipeline network, including customer demands, pipeline
parameters; compressor station parameters and gas source capacity. The pipeline network is shown
in Fig<3: Assumptions about locations, capacities and types of gas sources are reported in Table 1,
whereas the demands are listed in Table 2. This assumed gas pipeline network is adopted from

[19], with some adjustments.



Fig. 3 Topology of the gas network [19]

Table 1 Properties of the gas sources of the gas network

Location Type Limit (MCM/d)
9 LNG terminal 4
10 Pipeline 31
15 LNG terminal 10
18 Pipeline 25
50 LNG terminal 7.1

Table 2 Demands of customers of the'gas network

Location Demand (MCM/d) Location Demand (MCM/d)
4 1.43 34 1.00
5 1.57 35 1.00
6 1.66 36 1.74
9 1.46 37 1.30
12 4.40 38 1.00
16 1.54 40 2.00
17 0.50 41 1.40
20 1.50 42 0.50
24 1.60 44 1.06
25 1.80 46 1.82
27 2.50 47 0.68
29 2.00 48 1.17
32 0.80 49 2.00
33 0.80 51 0.98

The values of the lengths of the pipelines are necessary for the consequence analysis model



(introduced in Section 2) and are listed in Table 3. The overall pipeline network system has been

validated by TGNET and the pipeline transmission capacities (Qj;) are calculated by the model as

fAPnfax
Qij = K—U (9)

pY
T—] L (10)

n

follows:

K; =4.5399x10° fg@[
D

where APZ  represents the maximal allowable square difference of the pressures atithe outlet

and inlet nodes of the pipeline i-j; D is the pipeline diameter; T is the Temperature-of-the gas; T, is
the standard temperature condition; f is the Darcy’s friction factor; g i$ ‘the gravitational
acceleration; Z is the gas compressibility; L is the pipeline lengthi*In this paper, the parameter

values used are adopted from [19] or assumed by experience and the recommended values in

TGNET. The AP?_ is calculated from the data provided in[19].

Table 3 Information of the pipeline lengths forthe input of the optimization model

Length Length
From To From To
(km) (km)
1 49 23.00 17 22 43.00
2 3 0.01 17 33 43.00
2 4 32.00 17 39 148.00
2 10 29.00 18 19 60.00
2 45 22.00 18 22 0.01
3 4 32.00 19 20 90.00
3 46 22.00 19 21 0.01
3 47 2.00 20 21 90.00
4 42 5.00 20 27 86.00
4 6 80.00 21 22 60.00
5 7 80.00 21 23 86.00
5 34 30.00 23 24 86.00
5 43 11.60 24 25 46.00
6 7 0.01 24 26 100.00
6 50 200.00 26 29 0.01
7 8 25.00 26 31 70.00
7 50 200.00 27 28 50.00
8 9 162.00 28 31 195.00
9 52 144.00 29 30 70.00




9 53 144.00 29 31 0.01

10 11 103.00 29 32 60.00
10 42 34.00 31 32 60.00
10 49 31.00 32 37 60.00
11 12 85.00 33 36 200.00
11 16 62.00 35 45 24.00
11 51 10.00 35 46 24.00
12 13 0.01 38 49 106.00
12 52 30.00 39 40 32.00
13 14 85.00 39 41 63.00
13 53 85.00 43 44 1.00
14 15 122.00 43 45 23.00
14 42 122.00 43 46 23.00
15 16 0.01 45 46 0.01
15 33 24.00 48 53 40.00
16 33 24.00 52 53 0.01
17 18 43.00

4.1 Results of global vulnerability analysis of supply'service

Global vulnerability analysis of supply<service was performed from three perspectives,
according to the three definitions of strains, as introduced in Section 3.2. The negative
consequences are measured in terms of supply capacities (or shortages) and number of unsatisfied
customers.

The results of‘the “pipeline-failure based” analysis are shown in Figs. 4-6. In this part, the
failure of a“pipeline /s considered as a 100% transmission-capacity loss. For the analysis, an
increasing number of pipelines are randomly removed and the consequences are estimated by the
model developed in Section 2. The results in Figs. 4-6 provide a relatively comprehensive picture
of the negative consequences under different levels of the strains. On average, a large fraction of
pipelines have to be damaged to produce significant losses of supply service. For example, when
10 pipelines are randomly failed, there is only a 15% drop of supply capacity and 20% affected

demand sites. This indicates that this natural gas supply-transmission-demand network is a
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highly critical pipelines.
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In general, operators and managers are more concerned about the system’s ability to

withstand the failures of pipelines. The ability to maintain the system capacity within a tolerable



range, even under unpredictable attacks, is quantified by the probability of supply capacity lower
than a tolerable level. The trends of the index values, under different criteria of tolerable level (40
MCM/d, 35 MCM/d, 30 MCM/d), along with increasing magnitudes of strains are shown in Fig. 6.
From Fig.6, considering the tolerable level of 30 MCM/d, the ability to withstand strains, or to
maintain a certain capacity, is good up to 10 pipelines; then, the supply capacity of the system
begins to collapse. By comparing the curves of different tolerable levels, we can see that the
system presents different vulnerability performances. Hence, the requirement of customers should

be claimed clearly.
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Fig6. Global vulnerability analysis with respect to PSCUTL

Considering a sudden drop of supply capacities of sources as the strain, as introduced in

Section 3:2, the results of global vulnerability analysis of supply service are shown in Figs. 7-8.

The tanalysis was performed by reducing the capacities of all the sources step by step and

simulating all the scenarios by the model developed in Section 2. By observing Figs.7-8, we can

conclude that the system supply capacity presents good robustness when the drop is within 30% of

the normal capacity of the gas sources. The robustness comes from redundancy of gas sources and

system flexibility due to the network structure. However, when the total source capacity drops to



55% of the normal condition, the system is sensitive to the change. Besides, the “jumps” in Fig. 8
show a relatively strong dependence of the local customers on some specific sources (even if the
customers can get gas from also the other sources), which means that the flexibility of this
network system should be further improved.
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From Figs.9-10, we can observe the system performance and consequences under the strain



of increase of total demands. In Fig. 9, we can observe the trend of the overall system performance
of supply, for increasing demands of all customers. The performance is measured from the
perspectives of global shortage of gas and global supply capacity. Before the demands increase to
130% of the normal demands, the supply capacity increases stably to fulfill the increasing
demands and the system shows robustness. In this stage, both the supply capacities of,supply
sources and the pipeline network transmission capacity are sufficient to support”the.increasing
demands. When the demands increase to 130%-180% of the normal demands, /shortage emerges
and increases slowly along with the increase of demands. In this range,'system’is relatively robust
but the redundancy offered by the pipeline network transmissjon capagity is running off. However,
when the actual demands are more than 180% of the normal:demands, shortage increases rapidly
and the system is vulnerable to the strain of the increase of the demands.
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4.2 Results of supply service robustness at demandsites

As introduced in Section 3.3, to analyze the ability 'of each demand site to withstand the
strain of system transmission capacity degeneration, the ALUD of each demand site was calculated
(equation 5) under different magnitudes (number of failed pipelines) of the strain. The results are
shown in Fig.11. Although the values of ALUD of every demand site are increasing, their trends
are different: some increase«apidly and some increase slowly. The sharp curves mean that these
demand sites are sensitive (vulnerable) to the strain and the gentle curves are opposite. To measure
this ability, SSR of ‘each demand site was calculated by equation 6 and the results are listed in

Table.4.
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Table 4 SSR of the demand sites

Location SSR Location SSR
4 0.5571 34 0.2429
5 0.3143 35 0.3857
6 0.6571 36 0.4286
9 1.0000 37 0.2712
12 0.6571 38 0.4429
16 0.6429 40 0.4429
17 0.8143 41 0.4429
20 0.6143 42 0.5143
24 0.3714 44 0.3000
25 0.3000 46 0.4000
27 0.4714 47 0.4143
29 0.3143 48 0.4571
32 0.3286 49 1.0000
33 0.6143 51 0.5857

In“natural gas transmission systems, all the demand sites are important because each of them

contributes to a specific important function of society and economy, e.g. distribution networks of

cities, power plants, factories, etc. Therefore, there is a critical problem on how to enhance the

robustness of the demand sites to withstand the unexpected events.

In Section 3.2, two indices, average path length (L) and global efficiency (E) of the demand



sites, have been introduced. The indices of every demand site were calculated for the case study of

interest and listed in Table 5.

Table 5 Average path length and global efficiency of the demand sites

Location L E Location L E
4 4.8889 0.2796 34 6.0185 0.2126
5 5.0556 0.2823 35 5.7407 0.2341
6 46111 0.2817 36 5.1296 0.2350
9 3.9259 0.3281 37 8.4815 0.1625
12 4.8148 0.2859 38 5.4444 0.2225
16 4.2593 0.3064 40 5.8519 0.2055
17 4.0000 0.3237 41 5.8519 0.2055
20 4.5926 0.2734 42 4.2963 0.3093
24 5.7963 0.2412 44 6.3704 0.2094
25 6.7593 0.1890 46 5.4815 0.2738
27 5.2963 0.2391 47 5.8333 0.2187
29 7.5185 0.2051 48 5.6296 0.2194
32 7.5185 0.2051 49 3.9815 0.3157
33 4.1667 0.3162 51 5.1296 0.2413

To investigate the robustness of the demand sites, the SSR-E (Fig. 12) and SSR-L™ (Fig. 13)
were drawn, and the correlation coefficients hetween SSR and E, L were calculated, respectively
(Table 6). From these results, we can:conclude that there are strong correlations between SSR and

E L.
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Table 6 Correlation coefficient of SSR-E and SSR-L

SSR

0.7969 0.8644

4.3 Results of critical component analysis



As introduced in Section 3.4, to estimate the criticalities of pipelines, an overview of
consequences of failures of pipelines and pipelines combinations have been analyzed. The
exhaustive analyses were performed for N-1 to N-3 simultaneous failures, i.e. only covering a
small portion of the potential number of failed pipelines in the global vulnerability analysis. All
the possible consequences are sorted from high to low and presented in Fig.14. The pipelines or

the combinations with high consequences have relative high criticalities.
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Fig.14. Distribution of shortage for N-1, N-2, N-3 simultaneous failures

However, for apipeline network with thousands of pipelines, the direct method needs a large
number of simulations’and it is impossible to perform exhaustive analyses under high-order
scenarios."Hence, in Section 3.4, a hybrid index, named weighted flow capacity rate (WFCR) in
equation=5, is proposed to measure the criticalities of pipelines. The pipelines were sorted
according to WFCR, from highest to lowest, in Table 7. For a further comparison analysis, FC, the
measurement of contributions of pipelines to system transmission capacity, and FCR, the
measurement of the pipelines potential criticality due to capacity limitation, were also calculated.

The pipeline criticalities sequences based on FCR and FC are also listed in Table 7.



Table 7 Pipeline ranking according to importance calculation based on different methods

FC FCR WFCR
From To From To From To
10 2 10 2 10 2
16 11 18 19 10 11
18 19 17 39 10 49
10 11 43 5 18 19
10 49 16 33 16 11
11 12 23 24 16 33
19 20 31 29 11 51
16 33 10 11 11 12
2 3 20 27 20 27
20 27 18 22 17 39
2 45 9 52 23 24
18 22 9 53 18 22
11 51 11 51 10 42
10 42 14 13 18 17
18 17 31 32 33 17
33 17 39 40 43 5
19 21 46 43 19 21
21 23 33 17 21 23
23 24 10 42 2 4
17 39 18 17 3 47
3 46 22 21 50 6
27 28 19 21 31 29
28 31 21 23 22 21
45 43 15 33 9 53
13 12 29 32 14 13
43 5 2 45 39 40
31 29 16 11 3 46
21 20 21 20 2 45
22 21 10 49 29 32
2 4 2 4 2 3
3 47 3 47 21 20
22 17 5 34 15 33
50 6 30 29 46 35
9 53 32 37 19 20
14 13 33 36 24 25

In Table 7, the pipelines with higher FC values have heavier burdens in the process of gas

transmission in the pipeline network. The pipelines which are high-ranked by FCR are more prone



to become potential bottlenecks because of the low margins between their loads and capacities.
The WFCR index combines the concepts of both FC and FCR, and the pipelines with higher
WFCR values are more critical for the gas supply service of the pipeline network. We notice that
pipelines connecting paralell pipelines and with short length but relatively high capacity (like

pipeline 15-16), may have high criricalities, because that the flow-based measures of criticality

directly depends on the value of > MF,(i, j) .

s,dev

The effectiveness of the proposed method was verified by a “random.attack & preparedness
policy” simulation. In the “random attack & preparedness policy? simulation, firstly, random
attacks were performed on the system. The numbers of random attacks of N-1, N-2 and N-3
simultaneous failures are 100, 10000 and 500000, respectively. When the pipelines are sampled,
their capacities will be reduced to zero. Secondly, six kinds of preparedness policies were carried
out. The first policy selects no pipeline totharden. The second policy randomly selects 15% of the
pipelines for hardening. The 3¢ 5™ policies select the top 15% critical pipelines based on FC,
FCR and WFCR, to harden; respectively. The 6" policy selects the top 15% critical pipelines or
pipeline combinations, according to the direct consequences in Fig. 16. In the preparedness
policies, the selected \pipelines will maintain 70% of their normal capacities after attack. The
consequences were represented by “100 %x( shortage /normal demand)”. The results of the
“randomeattack & preparedness policy” simulations are shown in Figs.15-17 in the form of box
plots. Supplementary statistic information, i.e., mean value (Mean) and variance (Var) of the

consequences of different preparedness policies, is listed in Table 8.
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Table. 8 Supplementary information of vulnerabilityof.the gas pipeline network by preparedness

policy
1 pipeline failure 2 pipelines failures 3 pipelines failures
Preparedness policy Mean Mean Mean
Var Var Var
(%) (%) (%)
None .77/ 10.6810 3.56 21.4418 5.43 31.1725
Random 164 99396 332 19.7303 519  31.0670
FC 1.18 75478 2,63 159442 413  24.2986
FCR 122 71694 249 155472 385  23.4916
WFECR 1.01  4.4145 1.89 10.2381 2.70 12.8957

Direct attack 0.93 46173 1.37 4,1023 2.19 8.3089

According to the information in Figs. 15-17 and Table 8, it is concluded that all the
criticality-based policies can significantly reduce the loss compared with “do nothing” and
“random policy”. The combination index, WFCR, is much more effective than FC and FCR, and is

just a little worse than the criticalities based on direct consequence calculation. However, the



computation burden of the flow-based method is far less than the direct attack method.

5 Conclusion

In this work, we have developed a framework for the vulnerability analysis of supply service

of natural gas pipeline networks. The developed framework has been applied to a natural gas

pipeline network system and the results have been analyzed. Considering the characteristics of.the

“source-transmission-demand” system, the analysis includes three aspects: globalyvulnerability

analysis, robustness analysis of demand sites and critical pipelines analysis. A systemic

consequence analysis model has been developed based on a max-flowsalgorithm embedded in an

optimization scheme, to evaluate the performance of the system or the consequences after the

strains are imposed on it.

In the global vulnerability analysis, a comprehensive picture of the capacity of the system to

withstand the strains has been presented. Three kinds of hazards or threats have been considered:

degeneration of transmission capacities of the pipelines, drop of capacities of the gas sources and

rise of demands from the,customers. Under each of the strains, the system presents different

properties whichshave‘been analyzed in the case study. In general, the system considered has a

relatively strong ability to withstand the strains imposed.

Considering the important roles of the demand sites in society and economy, the abilities of

the‘demand sites to tolerate the disturbance have been analyzed, and the reason of the different

responses has also been explored. To quantify this, two indices, average level of unsatisfied

demand (ALUD) and supply service robustness (SSR), have been proposed. The graph-theory

perspective has been further considered. Two indices, average path length and topology efficiency,

have been used to represent the connection between the abilities of the demand sites and their



graph properties. The results in the case study show strong relationships between supply service
robustness and the graph properties.

The criticalities of the pipelines in the system have been measured by the direct
“attack-consequence” method. Considering the large computational cost of this method when it is
used for large complex pipeline networks, a flow-based criticality measurement has beentused in
this work. The flow-based method combines the capacity and the topology contribution of a
pipeline to represent its criticality to the supply service of the global system. In_the case study,
both approaches have been performed and their effectiveness has been compared to the “random
attack & preparedness policy” simulation. The results show that accuracy of the flow-based
method is slightly lower than that of the direct “attack-censequence” method; however, the
computation burden of the latter is much higher than that.ef the former.

In the future work, a more detailed.analysis will be performed by considering more detailed
thermal-hydraulic properties and<transmission operation technologies of natural gas pipeline
networks. Other factors will he/Considered in the future work for improving the measure of the
pipeline criticality. Besides, the market behaviors will also be included in the framework. The

future researchwill focus on both the vulnerability and the recoverability of the system.
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